THURSDAY,  JULY  19,  1973 
WASHINGTON.  D.C. 

Volume  38  ■  Number  138 

PART  II 


DEPARTMENT  OF 
THE  TREASURY 


Office  of  the  Secretary 


NATIONAL  SECURITY 
INFORMATION 


Classification,  Downsradins, 
Declassification  and  Safeguarding 


No.  138— Pt.  n - 1 


19322 

Title  31 — Money  and  Finance:  Treasury 

SUBTITLE  A— OFFICE  OF  THE  SECRETARY 
OF  THE  TREASURY 

PART  2— CLASSIFICATION,  DOWNGRAD¬ 
ING,  DECLASSIFICATION  AND  SAFE¬ 
GUARDING  OF  NATIONAL  SECURITY 
INFORMATION  AND  MATERIAL 

This  document  puts  into  the  form  of 
regulations  the  Department  of  the  Treas¬ 
ury  procedures  for  the  classification, 
downgrading,  declassification  and  safe¬ 
guarding  of  national  security  informa¬ 
tion  and  material,  required  under  Execu¬ 
tive  Order  11652,  37  PR  5209,  and  the 
National  Security  Council  Directive  of 
May  17,  1972,  37  FR  10053.  These  regula¬ 
tions  incorporate  and  revise  the  proce¬ 
dures  on  this  subject  embodied  in  Treas¬ 
ury  Department  Order  No.  160,  Revised,, 
of  August  3,  1972,  37  FR  20990.  That 
Treasury  Department  order  is  super¬ 
seded  by  these  regulations  as  of  their 
effective  date,  July  1,  1973.  A  new  Treas¬ 
ury  Department  Order  No.  160,  Revised, 
is  being  issued  contemporaneously  with 
these  regulations  to  provide  appropriate 
delegations  of  authority  imder  the  Exec¬ 
utive  Order,  the  Directive  and  these 
regulations. 

These  regulations  have  been  approved 
by  the  Interagency  Classification  Review 
Committee,  as  required  by  the  Executive 
Order  and  directive.  They  are  issued  pur¬ 
suant  to  5  U.S.C.  553  without  notice  of 
proposed  rulemaking  and  without  a  30- 
day  delay  in  their  effective  date,  as  they 
are  rules  of  agency  organization,  pro¬ 
cedure  and  practice. 

In  consideration  of  the  foregoing,  31 
CFR,  Subtitle  A,  is  amended  by  adding 
Part  2  to  read  as  follows: 

Subpart  A — General  Provisions 

Sec. 

2.1  Purpose. 

2.2  Definitions. 

2.3  Responsibility  for  Implementation. 

2.4  Material  restricted  under  the  Atomic 

Energy  Act. 

2.5  Special  departmental  requirements  with 

respect  to  material  or  Information  or 
material  relating  to  intelligence  or 
cryptography. 

2.6  Material  or  information  furnished  by  a 

foreign  government  or  international 
organization. 

2.7  Exemption  from  public  disclosure. 

2.8  Bureau  responsibility. 

2.9  Individual  responsibility. 

Subpart  B — Security  Classification  Categories 

2.10  General. 

2.11  Top  Secret. 

2.12  Secret. 

2.13  Confidential. 

2.14-2.19  [Reserved]. 

Subpart  C — Classification  and  Markings 

2.20  Original  classification  authority. 

2.21  Records  of  ofiictals  with  classification 

authority. 

2.22  Guidelines  for  classification. 

2.23  Derivative  classification. 

2.24  Marking  of  documents. 

2.25  Classification  markings  on  documents. 

2.26  Additional  warning  notices. 

2.27  Overall  marking  and  page  marking. 

2.28  Marking  of  material  other  than  docu¬ 

ments. 

2.29  Downgrading,  declassification  and  up¬ 

grading  markings. 
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Subpart  O — Downgrading  and  Declassification 

Sec. 

2.30  Authority  to  downgrade  and  declassify. 

2.31  OuideUnes  for  downgrading  and  de- 

classification. 

2.32  Dates  or  events  carried  forward. 

2.33  General  Declassification  Schedule. 

2.34  Ebcemptlons  from  General  Declassifica¬ 

tion  Schedule. 

2.35  Applicability  of  the  General  Declassifi¬ 

cation  Schedule  to  previously  clas¬ 
sified  material. 

2.36  Mandatory  review  of  material  over  ten 

years  old. 

2.37  Declassification  of  material  over  thirty 

years  old. 

2.38  Automatic  declassification  of  thirty- 

year-old  material  originated  after 
June  1,  1972. 

2.39  Systematic  review  of  thirty-year-old 

material  originated  before  June  1, 
1972. 

2.40  Mandatory  review  of  material  over 

thirty  yeftrs  old. 

2.41  Departmental  Committee  on  National 

^curlty  Information. 

2.42  Burden  of  proof. 

2.43  Notification  of  change  in  classification 

or  of  declassification. 

2.44  2.49  [Reserved] 

Subpart  E — Access 

2.50  General. 

2.51  Access  by  historical  researchers. 

2.52  Access  by  certain  officials  and  em¬ 

ployees  of  Federal  Reserve  Banks. 

2.53  Access  by  former  Presidential  ap¬ 

pointees. 

2.54  Dissemination  by  the  Department  of 

classified  information  or  material 
originated  by  another  department. 

2.55  2.59  [Reserved] 

Subpart  F — Accountability 

2.60  Top  Secret  Control  Officers. 

2.61  Control  of  Top  Secret  material. 

2.62  Accountability  of  classified  material. 

2.63  Restraint  on  reproduction. 

2.64  Data  Index  System. 

2.65-2.69  [Reserved] 

Subpart  G — Safekeeping  and  Storage 

2.70  General  policy. 

2.71  Standards  for  storage  equipment. 

2.72  Storage  of  classified  material. 

2.73  Security  storage  equipment. 

2.74  Classified  document  cover  sheets. 

2.75  Responsibilities  of  custodians. 

2.76  Report  of  loss  or  compromise. 

2.77  Inquiry. 

2.78-2.79  [Reserved] 

Subpait  H — ^Transmission 

2.80  General  policy. 

2.81  Preparation. 

2.82  Transmission  of  Top  Secret. 

2.83  Transmission  of  Secret. 

2.84  Transmission  of  Confidential. 

2.85  Transmission  by  personnel  in  travel 

status. 

2.86  Telecommunications  transmissions. 

2.87-2.89  [  Reserved  ] 

Subpart  I — Destruction  of  Classified  Information 
and  Material 

2.90  Methods  of  destruction. 

2.91  Approval  of  use  of  mulching  and  shred¬ 

ding  machines. 

2.92  Destruction  by  burning. 

2.93  Records  of  destruction. 

2.94  Destruction  of  nonrecord  material. 

2 .95-2 .99  [  Reserved  ] 

Subpart  J — ^Training  and  Orientation 

2.100  Briefing  of  employees. 

2.101  Debriefing  of  employees. 

2.102  Departmental  administration. 

2.103  Bureau  administration. 

2.104-2.109  [Reserved] 


Subpart  K — Administrative  and  Judicial  Action 

Sec. 

2.110  Enforcement  policy. 

2.111  Applicability. 

2.112  Disciplinary  action. 

Appendix  A — ^Tbeasurt  Department  Order 
No.  160,  Revised,  Delegation  of  Author- 
rrr  concerning  Implementation  or  Ex¬ 
ecutive  Order  11652,  as  amended,  and  the 
National  Security  Directive  of  Mat  17, 
1972 

Authority:  E.O.  11652,  37  PR  5209;  Na¬ 
tional  Security  Council  Directive  of  May  17, 
1972,  37  FR  10053. 

Subpart  A — General  Provisions 
§  2.1  Purpose. 

The  purpose  of  the  regulations  in  this 
part  is  to  insure  that  information  or  ma¬ 
terial  originated  within  the  Department 
of  the  Treasury  which  requires  classifica¬ 
tion  in  the  interest  of  national  security 
is  classified  in  accordance  with  the  pro¬ 
visions  of  Executive  Order  11652,  37  FR 
5209,  and  the  National  Security  Direc¬ 
tive  of  May  17, 1972,  37  FR  10053  (herein¬ 
after  referred  to  as  the  Executive  Order 
and  Directive),  as  supplemented  by  the 
regulations  in  this  part,  and  that  official 
information  and  material  originating  in 
or  coming  under  the  control  or  jurisdic¬ 
tion  of  the  Department  of  the  Treasury, 
which  is  classified  in  the  interest  of  na¬ 
tional  security  and  in  accordance  with 
the  provisions  of  the  Executive  Order  and 
Directive,  is  protected,  but  only  to  the 
extent  and  for  such  period  as  is  neces¬ 
sary.  In  addition,  these  regulations  estab¬ 
lish  a  monitoring  system  to  insure  the 
effectiveness  of  this  security  program 
throughout  the  Department  of  the 
Treasury. 

§  2.2  Definilion<i. 

As  used  in  the  regulations  of  this  part 
the  following  terms  shall  have  the  mean¬ 
ing  indicated: 

(a)  Classification.  The  determination 
that  official  information  or  material  re¬ 
quires,  in  the  interests  of  national  secur¬ 
ity.  a  specific  degree  of  protection  against 
unauthorized  disclosure,  coupled  with  a 
designation  signifying  that  such  a  deter¬ 
mination  has  been  made. 

(b)  Classified  information.  Official  in¬ 
formation  or  material  which  has  been 
determined  by  an  appropriate  authority 
to  require,  in  the  interests  of  national 
security,  protection  against  unauthorized 
disclosure  and  which  has  been  so  desig¬ 
nated. 

(c)  Classifier.  An  individual  who  de¬ 
termines  that  official  information  or  ma¬ 
terial.  not  known  by  him  to  be  already 
classified,  currently  requires,  in  the  in¬ 
terests  of  national  security,  a  specific  de¬ 
gree  of  protection  against  unauthorized 
disclosure  and,  having  authority  to  do  so, 
designates  that  official  Information  or 
material  as  Top  Secret,  Secret,  or  Con¬ 
fidential. 

(d)  Corapromise.  The  known  or  sus¬ 
pected  exposure  of  classified  information 
or  material  to  an  unauthorized  person. 

(e)  Declassification.  The  determina¬ 
tion  that  particular  classified  informa¬ 
tion  or  material  no  longer  requires,  in 
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the  interests  of  national  security,  pro¬ 
tection  against  unauthorized  disclosure, 
coupled  with  a  removal  or  cancellation 
of  the  classification  designation. 

(f)  Department.  The  Department  of 
the  Treasury,  including  all  bureaus,  of¬ 
fices,  services  and  divisions. 

(g)  Downgrading.  The  determination 
that  particular  classified  information  or 
material  merits  a  lower  degree  of  protec¬ 
tion  against  unauthorized  disclosure  than 
currently  provided,  coupled  with  a  chang¬ 
ing  of  the  classification  designation  to 
reflect  such  lower  degree. 

(h)  Information.  Knowledge  which  can 
be  communicated  by  any  means. 

(i)  Material.  Any  document,  product, 
or  substance  on  or  in  which  information 
may  be  recorded  or  embodied. 

(j)  National  security.  Any  matters 
bearing  directly  on  the  effectiveness  of 
the  national  defen,se  and  the  conduct  of 
the  foreign  relations  of  the  United 
States. 

(k)  Nonrecord  material.  Extra  copies 
and  duplicates,  shortliand  notes,  pre¬ 
liminary  drafts,  used  carbon  paper,  one¬ 
time  typewriter  ribbons,  and  other  mate¬ 
rials  of  a  similar  temporary  nature. 

(l)  Record  material.  All  documentary 
material  made  or  received  by  a  depart¬ 
ment  or  agency  of  the  Government  in 
connection  with  the  transaction  of  pub¬ 
lic  business  and  preserved  as  evidence 
of  the  organization,  fimctlons,  policies, 
operations,  decisions,  procedures  or  other 
activities  of  any  department  or  agency 
of  the  Government,  or  because  of  the 
informational  value  of  the  data  con¬ 
tained  therein. 

(m)  Restricted  data.  All  data  (infor¬ 
mation)  concerning: 

(1)  Design,  manufacture,  or  utiliza¬ 
tion  of  atomic  weapons; 

(2)  The  production  of  special  nuclear 
material;  or 

(3)  The  use  of  special  nuclear  mate¬ 
rial  in  the  production  of  energy,  but  not 
to  include  data  declassified  or  removed 
from  the  Restricted  Data  category  pur¬ 
suant  to  section  142  of  the  Atomic 
Energy  Act,  as  amended,  42  U.S.C.  2162, 

§  2.3  Responsibility  for  impleiiieiiliilion. 

The  Assistant  Secretary  for  Adminis¬ 
tration  shall  be  responsible  for  insuring 
effective  compliance  with  the  implemen¬ 
tation  of  the  Executive  Order  and  Direc¬ 
tive  and  the  regulations  of  this  part, 

§  2.4  Material  restrieteil  under  the 
Atomic  Energy  Act. 

Nothing  in  these  regulations  shall  su¬ 
persede  any  requirements  made  by  or 
imder  the  Atomic  Energy  Act  of  1954,  as 
amended.  “Restricted  Data”  and  mate¬ 
rial  designated  as  “Formerly  Restricted 
Data”  shall  be  handled,  protected,  clas¬ 
sified,  downgraded  an(l  declassified  in 
conformity  with  the  provisions  of  the 
Atomic  Energy  Act  of  1954,  as  amended, 
and  the  regulations  of  the  Atomic 
Energy  Commission. 

§  2.5  Special  departmental  requirements 
>vith  respect  to  information  or  ma¬ 
terial  relating  to  intelligence  or  cryp¬ 
tography. 

Nothing  in  these  reg\ilatlc«is  shall  pro¬ 
hibit  compliance  with  any  special  re¬ 


quirements  that  another  department  or 
agency  may  Impose  as  to  classified  infor¬ 
mation  or  material  relating  to  com- 
mimicatlons  intelligence,  intelligence 
sources  and  methods,  communications 
security,  cryptography,  and  related  mat¬ 
ters  originated  by  that  department  or 
agency. 

§  2.6  Material  or  inforiualion  furnished 
by  a  foreign  governuienl  or  inlema- 
liohal  organization. 

Classified  information  or  material  fur¬ 
nished  to  the  United  States  by  a  foreign 
government  or  an  international  organi¬ 
zation  shall  either  retain  its  original 
classification  or  be  assigned  a  United 
States  classification.  In  either  case,  the 
classification  shall  assure  a  degree  of 
protection  equivalent  to  that  required 
by  the  government  or  international  or¬ 
ganization  which  furnished  the  informa¬ 
tion  or  material. 

§  2.7  Exemption  from  public  disclosure. 

Official  information  or  material,  which 
has  been  classified  in  accordance  with 
the  provisions  of  the  Executive  Order 
and  Directive,  is  expressly  exempted 
from  public  disclosure  by  section  552 
(bXl)  of  title  5,  United  States  Code. 
Wrongful  disclosure  of  such  information 
or  material  is  recognized  in  the  Federal 
Criminal  Code  as  providing  a  basis  for 
prosecution. 

§  2.8  Bureau  responsibility. 

Each  bureau  head  shall  designate  a 
member  or  members  of  his  staff  to,  con¬ 
duct  a  continuing  review  of  the  imple¬ 
mentation  of  the  Executive  Order  and 
Directive  and  these  regulations  within 
his  bureau.  The  Office  of  Administrative 
Programs,  Assistant  Director,  (Physical 
Security)  shall  coordinate  bureau  re¬ 
views  and  is  authorized  to  determine  pe¬ 
riodic  or  special  reports  which  may  be 
required.  Copies  of  all  regulations  and 
procedures  of  general  applicability  issued 
by  heads  of  bureaus  shall  be  forwarded 
to  the  Office  of  Administrative  Programs, 
Assistant  Director  (Physical  Security). 

§  2.9  Iiulividiial  respoiir^ibilily. 

Each  employee,  special  Government 
employee,  or  consultant  and  each  indi¬ 
vidual  permitted  access  to  classified  in¬ 
formation  or  material  shall  comply  with 
the  requirements  of  these  regulations. 
The  collection,  obtaining,  recording  or 
removing  for  any  personal  use  whatso¬ 
ever,  of  any  classified  information  or 
material  is  prohibited.  A  holder  of  classi¬ 
fied  information  or  material  shall  observe 
and  respect  the  classification  assigned 
by  the  originator.  If  a  holder  of  classi¬ 
fied  information  believes  that  there  is 
umiecessary  classification,  that  the  as¬ 
signed  classification  is  improper,  or  that 
the  dcKument  is  subject  to  declassifica¬ 
tion  vmder  the  Executive  Order,  the 
holder  shall  so  inform  the  originator. 

Subpart  B — Security  Classification 
Categories 

§  2.10  General. 

Official  information  or  material  which 
requires  protection  against  unauthorized 
disclosure  In  the  Interests  of  national 


security  shall  be  classified  in  one  of  three 
categories,  namely.  Top  Secret,  Secret,  or 
Confidential,  depending  upon  the  degree 
of  its  significance  to  national  security.  No 
other  categories  shall  be  used  to  identify 
official  information  or  material  as  requir¬ 
ing  protection  in  the  interests  of  national 
security,  except  as  otherwise  expressly 
provided  by  statute. 

§  2.11  Top  .Secr«*l. 

Top  Secret  refers  to  that  national 
security  information  or  material  which 
requires  the  highest  degree  of  protection. 
The  test  for  assigning  a  Top  Secret  clas¬ 
sification  shall  be  whether  its  unauthor¬ 
ized  disclosure  could  reasonably  be  ex¬ 
pected  to  cause  exceptionally  grave  dam¬ 
age  to  the  national  security.  Examples 
of  “exceptionally  grave  damage”  include 
armed  hostilities  against  the  United 
States  or  its  allies;  disruption  of  foreign 
relations  vitally  affecting  the  national 
security;  the  compromise  of  vital  na¬ 
tional  defense  plans  or  complex  crypto¬ 
logic  and  communications  intelligence 
systems;  the  revelation  of  sensitive  in¬ 
telligence  operations;  and  the  disclosure 
of  scientific  or  technological  develop¬ 
ments  vital  to  national  security.  This 
classification  shall  be  used  with  the 
utmost  restraint. 

§  2.12  Serret. 

Secret  refers  to  that  national  security 
information  or  material  which  requires  a 
substantial  degree  of  protection.  The  test 
for  assigning  Secret  classification  shall 
be  whether  its  unauthorized  disclosure 
could  reasonably  be  expected  to  cause 
serious  damage  to  the  national  security. 
Examples  of  “serious  damage”  include 
disruption  of  foreign  relations  signifi¬ 
cantly  affecting  the  national  security; 
significant  impairment  of  a  program  or 
policy  directly  related  to  the  national 
security;  revelation  of  significant  mili¬ 
tary  plans  or  intelligence  operations;  and 
compromise  of  significant  scientific  or 
technological  developments  relating  to 
national  security.  The  classification  Se¬ 
cret  shall  be  sparingly  used. 

§  2.13  Confidential. 

Confidential  refers  to  that  national 
security  information  or  material  which 
requires  protection.  The  test  for  assign¬ 
ing  Confidential  classification  shall  be 
whether  its  imauthorized  disclosure  could 
reasonably  be  expected  to  cause  damage 
to  the  national  security. 

§§2.11-2.19  [Reserved] 

Subpart  C — Classification  and  Markings 
§  2.20  Original  elassifieation  authority. 

The  authority  to  originally  classify  of¬ 
ficial  information  or  material  is  re¬ 
stricted  to  the  officials  authorized  under 
Appendix  A  of  these  regulations.  The 
authority  Inheres  in  the  office  and  may 
be  exercised  by  the  person  acting  in  that 
office.  Officials  authorized  to  classify  in¬ 
formation  or  material  as  Top  Secret  or 
Secret  shall  not  redelegate  such  author¬ 
ity.  However,  as  provided  by  Appendix  A, 
such  officials  are  authorized  to  delegate 
Confidential  classification  authority 
Delegations  of  such  authority  shall  be 
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reported  in  writing  to  the  Assistant  Se¬ 
cretary  for  Administration.  These  delega¬ 
tions  shall  be  limited  to  the  minimum 
number  absolutely  required  for  eflBcient 
administration. 

§  2.21  Record  of  officials  nitli  clas.«ifica- 
tion  authority. 

The  Assistant  Secretary  for  Adminis¬ 
tration  shall  maintain  a  listing  by  name 
and  position  of  the  officials  in  the 
Office  of  the  Secretary  who  are  au¬ 
thorized  under  these  regtilations  to 
originally  classify  documents  as  Top 
Secret.  Secret,  or  Confidential.  Officials 
within  the  Office  of  the  Secretary  with 
‘•Top  Secret”  or  “Secret”  classification 
authority  shall  report  in  writing  to  the 
Assistant  Secretary  for  Administration 
the  names  of  the  officials  designated  in 
writing  to  have  original  Confidential 
classification  authority.  The  head  of 
each  bureau  shall  maintain  a  listing  of 
the  officials  in  his  bureau  authorized  to 
apply  an  original  Confidential  classifica¬ 
tion  and  shall  furnish  a  copy  of  each  list¬ 
ing  to  the  Assistant  Secretary  for  Admin¬ 
istration.  This  listing  shall  be  compiled 
as  of  July  1,  1972,  and  updated  at  least 
on  a  quarterly  basis. 

§  2.22  Guidelines  for  classiffealinn. 

Each  person  possessing  original  classi¬ 
fication  authority  shall  be  held  account¬ 
able  for  the  propriety  of  classifications 
attributed  to  him.  Both  unnecessary 
classfication  and  over-classification  shall 
be  avoided.  Classification  shall  be  solely 
on  the  basis  of  national  security  con¬ 
siderations.  In  no  case  shall  information 
be  classified  in  order  to  conceal  in¬ 
efficiency  or  administrative  error,  or  to 
prevent  embarrassment  to  a  person  or 
the  Department,  to  restrain  competition 
or  independent  initiative,  or  to  prevent 
for  any  other  reason  the  release  of  in¬ 
formation  which  does  not  require  pro¬ 
tection  in  the  interest  of  national  se¬ 
curity.  If  the  classifier  has  any  sub¬ 
stantial  doubt  as  to  which  security 
classification  category  is  appropriate,  or 
as  to  whether  the  material  should  be 
classified  at  all.  he  should  designate  the 
less  restrictive  treatment. 

§  2.2.3  Dorivalive  rIa«$>ifiration. 

Any  person  who  incorporates  into  a 
new  document  or  other  material  infor¬ 
mation  or  material  previously  classified 
by  an  authorized  official,  as  a  result  of, 
in  connection  with,  or  in  response  to  ex¬ 
isting  material  dealing  with  the  same 
subject  w'hich  already  bears  a  classifica¬ 
tion,  shall  reflect  the  original  classifica¬ 
tion  and  the  identity  of  the  original 
classifier  on  the  new  document  or  other 
material.  Performance  of  this  duty  shall 
not  constitute  original  classification.  If 
all  of  the  classified  information  con¬ 
tained  in  a  document  is  classified  due  to 
classification  imposed  by  a  single  outside 
source  and  no  original  classification  is 
involved,  the  “classified  by”  line  of  the 
stamp  diall  identify  the  source  docu¬ 
ment,  including  its  date  and  also  the 
official  title  and  organization  of  the 


original  classifier  when  known.  In  all 
cases,  the  official  responsible  for  execut¬ 
ing  the  “classified  by”  line  on  the  stamp 
shall  establish  and  retain  adequate  rec¬ 
ords  to  support  his  action. 

§  2.24  Marking  of  dorumenl.o. 

(a)  Purpose  of  designation.  Designa¬ 
tion  by  physical  marking,  notation  or 
other  means,  serves  to  inform  and  to 
w'am  the  holder  of  the  classification  of 
the  information  involved,  the  degree  of 
protection  against  unauthorized  dis¬ 
closure  which  is  required  for  that  partic¬ 
ular  level  of  classification,  and  to  facili¬ 
tate  downgrading  and  declassification 
actions. 

(b)  Wholly  unclassified  material. 
Normally,  unclassified  material  should 
not  be  marked  or  stamped  “Unclassified” 
unless  it  is  essential  to  convey  to  its 
recipient  that  ft  has  been  examined  spe¬ 
cifically  for  the  need  of  a  security  classi¬ 
fication  or  control  designation  and  has 
been  determined  not  to  require  such 
classification  or  control.  However,  pre¬ 
printed  forms  such  as  telegrams  which 
make  provision  for  an  assigned  classifi¬ 
cation  shall  include  the  term  “Unclassi¬ 
fied”  if  the  information  contained  in  the 
text  is  not  classified.  Envelopes  contain¬ 
ing  imclassified  information  to  be  sent  by 
diplomatic  pouch  must  be  marked  or 
stamped  “Unclassified”  on  both  sides. 

§  2.2.3  C'.laDfiiffralion  markings  on  doru* 
men  Ik. 

At  the  time  of  origination,  each  docu¬ 
ment  or  other  material  containing  classi¬ 
fied  information  shall  be  marked  with  its 
assigned  security  classification  and 
whether  it  is  subject  to  the  General  De- 
classification  Schedule,  whether  it  can 
be  declassified  earlier,  or  whether  it  is 
exempt  from  the  General  Declassifica¬ 
tion  Schedule. 

(a>  General  Declassification  Schedule. 
For  marking  documents  which  are  sub¬ 
ject  to  the  General  Declassification 
Schedule,  the  following  stamp  shall  be 
used: 

(TOP  SECRET.  SECRET  OR  CONFI¬ 
DENTIAL,)  CLASSIFIED  BY  . . . 

SUBJECT  TO  GENERAL  DECLASSIFICA¬ 
TION  SCHEDULE  OP  EXECUTIVE  ORDER 
11652  AUTOMATICALLY  DOWN  GRADED 
AT  TWO-YEAR  -  INTERVALS  AND  DE¬ 
CLASSIFIED  ON  DEC.  31  (Insert  year) 

<b)  Accelerated  Declassification 

Schedule.  For  marking  documents  which 
are  to  be  automatically  declassified  on 
a  given  event  or  date  earlier  than  the 
General  Declassification  Schedule  the 
following  stamp  shall  be  used: 

(TOP  SECRET,  SECRET  OR  CONFIDEN¬ 
TIAL)  CLASSIFIED  BY . . 

AUTOMATICALLY  DECLASSIFIED  ON 
(effective  date  or  event)  Example:  Date  of 
Public  Release 

(c)  Exemptions  from  General  De- 
classification  Schedule.  For  marking 
documents  which  are  exempt  from  the 
General  Declassification  Schedule,  pur¬ 
suant  to  §  2.34,  the  following  stamp  shall 
be  used: 


(TOP  SECRET,  SECRET  OR  CONDPIDEN- 

TIAL)  CLASSIFIED  BY  _ _ _ _ 

EXEMPT  FROM  GENERAL  DECLASSIFICA¬ 
TION  SCHEDULE  OF  EXECUTIVE  ORDER 
11652  EXEMPTION  CATEGORY  (5  6B  (1), 
(2).  (3).  or  (4))  AUTOMATICALLY  DE- 

CLASSFIED  ON . . 

(effective  date  or  event,  if  any) 

The  “Restricted  Data”  and  “Formerly 
Restricted  Data”  stamps  (see  8  2.26  (a), 

(b) )  are  in  themselves,  evidence  of  ex¬ 
emption  from  the  General  Declassifica¬ 
tion  Schedule. 

(d)  Failure  fo  mark  documenf.  Should 
the  classifier  inadvertently  fail  to  mark 
a  document  with  one  of  the  foregoing 
stamps,  the  document  shall  be  deemed 
to  be  subject  to  the  General  Declassifica¬ 
tion  Schedule.  The  person  who  signs  or 
finally  approves  a  document  or  other 
material  containing  classified  informa¬ 
tion  shall  be  deemed  to  be  the  classifier. 
If  the  classifier  is  another  person,  the 
individual  shall  be  identified  on  the 
stamp  as  indicated. 

§  2.26  Additional  warning  notices. 

In  addition  to  the  foregoing  marking 
requirements,  warning  notices  shall  be 
prominently  displayed  on  classified  docu¬ 
ments  or  materials  as  prescribed  below. 
When  display  of  these  warning  notices 
on  the  documents  or  other  materials  is 
not  feasible,  the  warnings  shall  be  in¬ 
cluded  in  the  written  notification  of  the 
assigned  classification. 

(a)  Restricted  data.  For  classified  in¬ 
formation  or  material  containing  Re¬ 
stricted  Data  as  defined  in  the  Atomic 
Energy  Act  of  1954,  as  amended: 

Restricted  Data 

This  document  contains  Restricted  Data 
as  defined  in  the  Atomic  Energy  Act  of  1954, 
as  amended.  Its  dissemination  or  disclosure 
to  any  unauthorized  person  is  prohibited. 

( b>  Formerly  restricted  data.  For  clas¬ 
sified  information  or  material  containing 
solely  Formerly  Restricted  Data,  as  de¬ 
fined  in  section  142  .d.  Atomic  Energy  Act 
of  1954,  as  amended: 

Formerly  Restricted  Data 

Unauthorized  disclosure  subject  to  Admin-* 
Istrative  and  Criminal  Sanctions.  Handle  as 
Restricted  Data  In  Foreign  Dissemination. 
Section  144.b,  Atomic  Energy  Act,  1954. 

(c)  Other  classified  information 
(other  than  restricted  data  or  formerly 
restricted  data) .  For  classified  informa¬ 
tion  or  material  furnished  to  persons 
outside  the  executive  branch  of  Govern¬ 
ment  other  than  as  described  in  items 
(a)  and  (b)  above: 

National  Sbxjurity  Information 

Unauthorized  Disclosure  Subject  to  Crimi¬ 
nal  Sanctions. 

(d)  Sensitive  intelligence  information. 
For  classified  information  or  material  re¬ 
lating  to  sensitive  intelligence  sources 
and  methods,  the  following  warning  no¬ 
tice  shall  be  used,  in  addition  to  and  in 
conjunction  with  those  prescribed  in 
paragraphs  (a),  (b),  or  (c)  of  this  sec¬ 
tion,  as  appropriate: 


FEDERAL  REGISTER,  VOL  38,  NO.  138 — THURSDAY.  JULY  19,  1973 


RULES  AND  REGULATIONS 


19325 


WARNING  NOTICE— SENSITIVE  INTELLI¬ 
GENCE  SOURCES  AND  lAETHODS  IN¬ 
VOLVED 

§  2.27  Overall  marking  and  page  mark¬ 
ing. 

The  overall  dassifleation  of  a  docu¬ 
ment,  whether  or  not  permanently 
boimd,  or  any  copy  or  reproduction 
thereof,  shall  be  conspicuously  marked 
or  stamp>ed  at  the  top  and  bottom  of  the 
outside  of  the  front  cover  (if  any),  on 
the  title  page  (if  any) ,  on  the  first  page, 
on  the  back  page,  and  on  the  outside  of 
the  back  cover  (if  any).  To  the  extent 
practicable,  each  interior  page  of  a  docu¬ 
ment  which  is  not  permanently  bound 
shall  be  conspicuously  marked  or 
stamped  at  the  top  and  bottom  accord¬ 
ing  to  its  own  content,  including  the  des¬ 
ignation  “Unclassified”  when  appro¬ 
priate. 

(a)  Paragraph  marking.  Whenever  a 
classified  document  contains  either  more 
than  one  security  classification  category 
or  unclassified  Information,  each  section, 
part,  or  paragraph  should  be  marked  to 
the  extent  practicable  to  show  its  classi¬ 
fication  category  or  that  it  is  unclassi¬ 
fied.  When  appropriate,  the  classification 
of  each  paragraph  (including  “Unclassi¬ 
fied”)  may  be  indicated  by  closing  the 
paragraph  with  the  appropriate  classi¬ 
fication  symbol  for  that  paragraph,  as 
follows:  (TS),  (S),  (C),  (UNCLAS). 

(b)  Subjects,  titles,  abstracts  and 
index  terms.  Subjects,  titles,  abstracts 
and  index  terms  shall  be  selected,  if  pos¬ 
sible,  so  as  not  to  require  classification. 
However,  a  classified  subject,  title,  ab¬ 
stract  or  index  term  may  be  used  when 
necessary  to  convey  meaning.  To  show 
Its  classified  or  unclavssified  status,  each 
such  item  shall  be  marked  with  the  ap¬ 
propriate  symbol,  (TS),  (S),  (C),  or  (U) 
placed  inunediately  following  and  to  the 
right  of  the  item.  When  appropriate,  the 
symbols  (RD)  and  (FTID)  shall  be  added. 

(c)  File,  folder  or  group  of  documents. 
Files,  folders  or  groups  of  documents 
shall  be  conspicuously  marked  to  assure 
their  protection  to  a  degree  as  high  as 
that  of  the  most  highly  classified  docu¬ 
ment  included  therein.  Documents  sep¬ 
arated  from  the  file,  folder  or  group  shall 
be  marked  as  prescribed  herein  for  in¬ 
dividual  documents. 

(d)  Transmittal  documents.  A  trans¬ 
mittal  document  shall  carry  on  it  a 
prominent  notation  as  to  the  highest 
classification  of  the  information  which 
is  carried  with  it,  and  a  legend  showing 
the  classification,  if  any,  of  the  trans¬ 
mittal  document  standing  alone.  For  ex¬ 
ample,  in  the  case  of  an  unclassified  doc¬ 
ument  which  transmits  as  an  attach¬ 
ment  a  classified  document,  it  shall  bear 
a  notation  substantially  as  follows:  "RE¬ 
GRADED  UNCLASSIFIED  WHEN  SEP¬ 
ARATED  FROM  CLASSIFIED  AT¬ 
TACHMENT,” 

§  2.28  Marking  of  nialcrial  ollirr  than 
(loriimriitH. 

If  classified  material  cannot  be 
marked,  written  notification  of  the 
Information  otherwise  required  in  mark¬ 
ings  shall  accompany  such  material. 


(a)  Books  or  pamphlets.  Permanently 
boimd  books  or  pamphlets  are  to  be  con¬ 
spicuously  marked  with  the  assigned 
classification  or  control  designation  at 
the  top  and  bottom  on  the  outside  of  the 
front  cover,  on  the  title  page,  on  the  first 
page,  on  the  back  page,  and  on  the  out¬ 
side  of  the  back  cover.  Other  required 
markings  must  be  placed  on  the  outside 
of  the  front  cover. 

(b)  Reproducible  masters.  Reproduc¬ 
ible  masters  such  as  airgrams,  mimeo¬ 
graph  stencils,  hectograph  masters,  pho¬ 
tostatic  negatives,  or  multilith  plates 
used  in  the  reproduction  of  classified  or 
administratively  controlled  documents 
are  to  be  marked  so  that  each  copy  made 
from  them  will  show  the  classification  or 
control  designation  and  other  required 
markings.  Preprinting  of  paper  with 
classification  control  designation,  or 
other  pertinent  markings,  is  authorized. 

(c)  Photographic  negatives,  prints, 
slides  and  films.  Whenever  possible,  pho¬ 
tographic  negatives  and  slides  are  to  be 
marked  with  the  assigned  classification 
or  control  designation  at  the  top  and 
bottom  on  the  front.  Photographic  nega¬ 
tives  in  roll  form  contain  the  assigned 
classification  or  control  designation  at 
the  beginning  and  end  of  each  roll.  In  all 
cases,  photogi’aphic  prints  are  to  be 
marked  at  the  top  and  bottom  of  the 
front  and  on  the  back  with  the  classifi¬ 
cation  and  control  designation.  If  addi¬ 
tional  special  markings  are  required,  ap¬ 
ply  them  conspicuously. 

(d)  Charts,  maps  and  drawings.  Charts, 
maps  and  drawings  shall  bear  the  appro¬ 
priate  classification  marking  under  the 
legend,  title  block  or  scale,  in  such  man¬ 
ner  as  to  differentiate  between  the  clas¬ 
sification  assigned  to  the  document  as  a 
whole  and  the  classification  assigned  to 
the  legend  or  title,  and  so  that  it  can  be 
reproduced  on  all  copies  made.  The 
markings  also  shall  be  inscribed  at  the 
top  and  bottom  of  each  such  document. 
Where  the  customary  method  of  folding 
or  rolling  charts,  maps  or  drawings  would 
cover  the  classification  markings,  addi¬ 
tional  classification  markings  shall  be 
placed  so  as  to  be  clearly  visible  when 
the  document  is  folded  or  rolled. 

(e)  Decks  of  accounting  machine 
cards.  A  deck  of  classified  accoimting 
machine  cards  need  not  be  marked  in¬ 
dividually  but  may  be  marked  as  one 
single  cla.ssified  document  so  long  as  they 
remain  within  the  deck.  A  deck  so 
marked  shall  be  stored,  transmitted,  de¬ 
stroyed  and  otherwise  handled  in  the 
manner  pre.scribed  for  other  -classified 
documents  of  the  same  classification.  An 
additional  card  shall  be  added,  however, 
to  identify  the  contents  of  the  deck  and 
the  highest  classification  involved.  Cards 
removed  for  separate  processing  or  use, 
and  not  immediately  returned  to  the  deck 
after  processing,  shall  be  protected  to 
prevent  compromise  of  any  classified  in¬ 
formation  contained  therein,  and  for 
this  purpose  .shall  be  marked  individually 
as  prescribed  herein  for  an  individual 
ordinary  document. 

(f)  Electrical  machine  and  Automatic 
Data  Processing  Tapes.  Electrical  ma¬ 


chine  and  Automatic  Data  Processing 
(ADP)  tapes  shall  bear  external  mark¬ 
ings  and  internal  notations  sufficient  to 
assure  that  any  recipient  of  the  tapes, 
or  of  the  classified  information  contained 
therein  when  reproduced  by  any  medium, 
will  know  that  classified  information  of 
a  specific  classification  category  is 
involved. 

(g)  Pages  of  Automatic  Data  Process¬ 
ing  listings.  Classification  markings  on 
pages  of  listings  produced  by  ADP  equip¬ 
ment  may  be  applied  by  the  equipment 
provided  that  the  markings  so  applied 
are  clearly  distinguishable  on  the  face  of 
the  document  from  the  printed  text.  As 
a  minimum,  such  listings  shall  be  marked 
with  the  security  classification  on  the 
first  and  last  pages  of  the  listing  and  on 
the  front  and  back  covers,  if  any,  as 
previously  prescribed  in  §  2.25. 

§  2.29  Downgrading,  declassification 
and  upgrading  markings. 

Whenever  a  change  is  made  in  the 
original  classification  or  in  the  dates  of 
downgrading  or  declassification  of  any 
classified  information  or  material,  it 
shall  be  promptly  and  conspicuously 
marked  to  indicate  the  change,  the  au¬ 
thority  for  the  action,  the  date  of  the 
action,  and  the  identity  of  the  person 
taking  the  action.  In  addition,  all  earlier 
classification  markings  shall  be  canceled, 
if  practicable,  but  in  any  event  on  the 
first  page. 

(a)  Markings  for  large  quantities  of 
material.  When  the  volume  of  informa¬ 
tion  or  material  is  such  that  prompt  re¬ 
marking  of  each  classified  item  could 
not  be  accomplished  without  imduly  in¬ 
terfering  with  operations,  the  custodian 
may  attach  downgrading,  declassifica¬ 
tion,  or  upgrading  notices  to  the  storage 
unit  in  lieu  of  the  re-marking  otherwise 
required.  Each  notice  shall  indicate  the 
change,  the  authority  for  the  action,  the 
date  of  the  action,  the  identity  of  the 
person  taking  the  action,  and  the  stor¬ 
age  units  to  which  it  applies.  When  in¬ 
dividual  documents  or  other  materials 
are  withdrawn  from  such  storage  units 
they  shall  be  promptly  re-marked  in 
accordance  with  the  change,  or  if  the 
documents  have  been  declassified,  the 
old  markings  shall  be  canceled.  How¬ 
ever,  when  information  or  material 
subject  to  a  posted  downgrading,  up¬ 
grading,  or  declassification  notice  are 
withdrawn  from  one  storage  unit  solely 
for  transfer  to  another,  or  a  storage  unit 
containing  such  documents  or  other  ma¬ 
terials  is  transferred  from  one  place  to 
another,  the  transfer  may  be  made  with¬ 
out  re-marking  if  the  notice  is  attached 
to  or  remains  with  each  shipment. 

(b)  Upgrading.  When  material  is  up¬ 
graded  under  the  provisions  of  these  reg¬ 
ulations.  it  shall  be  promptly  and  con¬ 
spicuously  marked,  except  that  in  all 
such  cases  the  old  classification  mark¬ 
ing  shall  be  canceled  and  the  new  sub¬ 
stituted  therefor. 

(c)  Marking  of  classified  telegrams. 
Infonnation  contained  in  Top  Secret, 
Secret,  and  Confidential  telegrams  is 
subject  to  automatic  downgrading,  de- 
classification,  and  decontrol  procedures 
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to  the  same  extent  as  the  substantive 
contents  of  nontelegraphic  documents. 
In  order  to  eliminate  costly  transmis¬ 
sions,  standard  abbreviations  for  required 
notations  have  been  substituted,  and  will 
appear  as  the  final  unnumbered  para¬ 
graph  of  the  message  text,  as  follows: 

( 1 )  For  classified  information  that  has 
been  assigned  to  the  General  Declassifi¬ 
cation  Schedule,  add  the  abbreviation: 
GDS. 

(2»  For  classified  information  that  is 
to  be  declassified  without  reference  to 
the  General  Declassification  Schedule, 
add:  ADS  (Accelerated  Declassification 
Schedule! :  DECLAS  (insert  date  or 
other  event  or  condition  for  declassifi¬ 
cation)  . 

« 3 )  For  classified  information  that 
has  been  exempted  from  the  General  De- 
classification  ^hedule,  add:  XGDS  (in¬ 
sert  the  category  number  5B  (1),  (2), 

(3),  or  (4) :  DECLAS  (insert  appropriate 
date> . 

(4)  The  following  abbreviations  may 
be  submitted  for  the  warning  notices 
indicated  in  §2.26:  RD  (Restricted 
Data);  FRD  (Formerly  Restricted 
Data) ;  NSI  (National  Security  Informa¬ 
tion)  :  SIS  (Sensitive  Intelligence 
Sources  and  Methods) . 

(5)  While  the  above  abbreviations  of 
warning  notices  are  acceptable  for  tele¬ 
grams,  the  preferred  method  is  to  include 
the  warning  notice  as  part  of  the  mes¬ 
sage  text.  This  procedure  will  immedi¬ 
ately  alert  all  recipients  to  the  sensitivity 
of  the  message  and  the  possible  special 
handling  requirements.  For  example, 
when  classified  information  pertaining 
to  sensitive  intelligence  sources  and 
methods  is  used  in  a  telegram,  the  first 
line  of  the  message  text  shall  read  as 
follows : 

WARNING  NOTICE- 
SENSITIVE  INTELLIGENCE 
SOURCES  AND  METHODS 
INVOLVED 

In  all  instances,  drafters  incorporating 
classified  information  from  material 
bearing  a  warning  notice  or  exemption 
from  the  General  Declassification  Sched¬ 
ule  must  ensure  that  the  warning  notice 
and  or  exemption  is  “carried  over”  to 
the  new  document. 

The  record  copy  of  all  electrically 
transmitted  messages  must,  of  course, 
contain  all  information  required  by  the 
Executive  Order.  It  therefore  must  con¬ 
tain  the  name  and  initials  of  the  official 
authorizing  the  classification,  the  de- 
classification  schedule  and  exemption 
from  the  schedule,  if  appropriate. 

Subpart  D — Downgrading  and 
Declassification 

§  2. ,30  Aiiiliorily  to  doHncracle  and  de¬ 
classify. 

The  authority  to  do^\^lgrade  and  de¬ 
classify  national  security  information  or 
material  within  the  Department  of  the 
Treasury  shall  be  restricted  to  the  offi¬ 
cials  authorized  imder  Appendix  A  of 
these  regulations.  Delegations  of  author¬ 
ity  to  downgrade  or  declassify  shall  be 
reported  In  writing  to  the  Assistant  Sec¬ 
retary  for  Administration. 


§  2.31  Guidelines  for  downgrading  and 
derla.ssi  iiealion. 

The  individual  exercising  original  clas¬ 
sifying  authority  shall,  to  the  maximum 
extent  practicable,  predetermine  at  the 
time  of  origination,  dates  or  events  on 
which  downgrading  and  declassification 
shall  occur.  These  dates  shall  be  as  early 
as  the  national  security  will  permit,  and 
shall  be  in  accordance  with  the  limits  of 
the  dates  of  the  General  Declassification 
Schedule,  as  set  forth  in  §  2.33,  only  if 
earlier  dates  cannot  be  predetermined. 

§  2.32  Dales  or  events  carried  forward. 

Downgrading  and  declassification 
dates  or  events  established  in  accordance 
with  §  2.31  shall  be  carried  forward  and 
applied  whenever  the  classified  informa¬ 
tion  or  material  is  incorporated  in  other 
documents  or  material. 

§  2.3.3  (M'neral  Deelassifiealion  Srlicd- 
iile. 

Classified  information  and  material, 
unless  downgraded  or  declassified  ear¬ 
lier  under  the  provisions  of  §  2.31  or 
exempted  from  the  General  Declassifi¬ 
cation  Schedule  under  §  2.34,  shall  be 
assigned  a  date  or  event  on  which  down¬ 
grading  and  declassification  shall  occur 
in  accordance  with  the  prescribed  limits 
of  the  General  Declassification  Schedule 
outlined  below: 

(a)  Top  Secret.  Information  or  mate¬ 
rial  originally  classified  Top  Secret  shall 
become  automatically  do^^mgraded  to  Se¬ 
cret  at  the  end  of  the  second  full  calen¬ 
dar  year  following  the  year  in  which  it 
was  originated,  downgraded  to  Confi¬ 
dential  at  the  end  of  the  fourth  full  cal¬ 
endar  year  following  the  year  in  which 
it  was  originated,  and  declassified  at  the 
end  of  the  tenth  full  calendar  year  fol¬ 
lowing  the  year  in  which  it  was 
originated. 

(b)  Secret.  Information  and  material 
originally  classified  Secret  shall  become 
automatically  dowmgraded  to  Confiden¬ 
tial  at  the  end  of  the  second  full  calendar 
year  following  the  year  in  which  it  was 
originated,  and  declassified  at  the  end 
of  the  eighth  full  calendar  year  following 
the  year  in  which  it  was  originated. 

(c)  Confidential.  Information  and 
material  originally  classified  Confidential 
shall  become  automatically  declassified 
at  the  end  of  the  sixth  full  calendar  year 
following  the  year  in  which  it  was 
originated.  ' 

§2.31  Exemptions  from  General  De- 
elassifiealion  .Sehe<lule. 

Certain  classified  information  or  ma¬ 
terial  may  warrant  some  degree  of  pro¬ 
tection  for  a  period  exceeding  that  pro¬ 
vided  in  the  General  Declassification 
Schedule.  An  official  authorized  to  orig¬ 
inally  classify  information  or  material 
Top  Secret  may  exempt  from  the  Gen¬ 
eral  Declassification  Schedule  any  level 
of  classified  information  or  material 
originated  by  him  or  under  his  super¬ 
vision  if  it  falls  within  one  of  the  cate¬ 
gories  described  below.  In  each  case  such 
official  shall  specify  in  writing  on  the 
material  the  exemption  category  being 
claimed  and,  unless  impossible,  a  date  or 


event  for  automatic  declassification.  The 
use  of  the  exemption  authority  shall  be 
kept  to  the  absolute  minimum  consistent 
with  national  security  requirements  and 
shall  be  restricted  to  the  following  cate¬ 
gories: 

(a)  Classified  information  or  material 
furnished  by  foreign  governments  or  in¬ 
ternational  organizations  and  held  by  the 
United  States  on  the  understanding  that 
it  be  kept  in  confidence. 

(b)  Classified  information  or  material 
specifically  covered  by  statute,  or  per¬ 
taining  to  cryptography,  or  disclosing  in¬ 
telligence  sources  or  methods. 

(c)  Classified  information  or  material 
disclosing  a  system,  plan,  installation, 
project  or  specific  foreign  relations  mat¬ 
ter  the  continuing  protection  of  which  is 
essential  to  the  national  security. 

(d)  Classified  information  or  material 
the  disclosure  of  which  would  place  a 
person  in  immediate  jeopardy. 

§  2.3.3  .Applicability  of  tlic  General  De- 
elu8sifiealion  Seliedulc  to  previously 
elassifieil  material. 

Information  or  material  classified  be¬ 
fore  June  1,  1972,  and  which  is  assigned 
to  Group  4  under  Executive  Order  10501, 
as  amended  by  Executive  Order  10964, 
shall  be  subject  to  the  General  Declassi¬ 
fication  Schedule.  All  other  information 
or  material  classified  before  June  1,  1972, 
whether  or  not  assigned  to  Groups  1,  2 
or  3  of  Executive  Order  10501,  as 
amended,  shall  be  excluded  from  the 
General  Declassification  Schedule.  How¬ 
ever,  at  any  time  after  the  expiration  of 
ten  years  from  the  date  of  origin  It  shall 
be  subject  to  a  mandatory  classification 
review  and  disposition  under  the  same 
conditions  and  criteria  that  apply  to 
classified  information  and  material 
created  after  June  1,  1972,  as  set  forth  in 
§§  2.34  and  2.36. 

§  2. .36  Mandatory  review  of  material 
over  leu  years  old. 

Members  of  the  public  or  other  depart¬ 
ments  wishing  to  request  review  of  clas¬ 
sified  material  over  ten  years  old  in  the 
custody  of  the  Department  of  the  Treas¬ 
ury  shall  apply  in  writing  to  the  Office 
of  Assistant  Secretary  for  Administra¬ 
tion,  Department  of  the  Treasury,  Wash¬ 
ington,  D.C.  A  request  must  describe  the 
material  desired  to  be  reviewed  with 
sufficient  particularity  to  enable  the  De¬ 
partment  to  identify  it  and  obtain  it  with 
a  reasonable  amount  of  effort. 

(a)  Action  upon  receipt  of  request  for 
review.  The  Assistant  Secretary  for  Ad¬ 
ministration  shall  immediately  forward 
the  request  for  review  of  records  over 
ten  years  old  to  the  appropriate  officer 
of  the  Department  of  the  Treasury  hav¬ 
ing  Top  Secret  classification  authority 
and  shall  acknowledge  receipt  of  the  re¬ 
quest  to  the  requester  in  writing.  If  the 
request  requires  the  rendering  of  services 
for  which  fair  and  equitable  fees  should 
be  charged  pursuant  to  31  U.S.C.  483a, 
the  requester  shall  be  so  notified.  The 
officer  to  which  action  has  been  assigned 
shall,  whenever  the  request  is  deficient 
in  Its  description  of  the  record  sought, 
ask  the  requester  to  provide  additional 
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identifying  information  whenever 
ix)ssible. 

(b)  Initial  determination.  The  request 
shall  be  reviewed  and  a  determination 
made  within  thirty  days  after  the  receipt 
of  Identlfsdng  information  whether  con¬ 
tinued  classification  is  required  under  the 
criteria  of  §  2.34.  If  the  request  is  denied, 
the  determining  oflicer  must  indicate  to 
the  Assistant  Secretary  for  Administra¬ 
tion  in  a  brief  statement  the  reason  for 
continued  classification  and,  unless  im¬ 
possible,  specify  the  date  on  which  such 
matter  shall  be  declassified.  Whenever 
possible,  the  Assistant  Secretary  for  Ad¬ 
ministration  shall  furnish  the  requester 
with  a  copy  of  that  statement. 

(c)  Right  of  appeal  to  the  Depart¬ 
mental  Committee  on  National  Security 
Information.  If  the  request  is  denied  or 
no  answer  is  received  after  sixty  days, 
the  requester  may  appeal  to  the  Depart¬ 
mental  Committee  on  National  Security 
Information  as  provided  by  Appendix  A. 
The  Departmental  Committee  shall  act 
Upon  the  appeal  within  thirty  days. 

(d)  Right  of  appeal  to  the  Interagency 
Classification  Review  Committee.  If  the 
Departmental  Committee  determines 
that  continued  classification  is  required, 
it  shall  also  so  notify  the  requester  and 
that  he  may  appeal  that  denial  to  the 
Interagency  Classification  Review 
Committee. 

§  2.37  Declassifiralion  of  material  over 
thirty  years  ohi. 

All  classified  Information  or  material 
which  is  thirty  years  old  or  more  over 
which  the  Department  exercises  exclu¬ 
sive  or  final  original  classification  au¬ 
thority  is  subject  to  declassification  as 
provided  in  5  §  2.38-2.40. 

§  2.38  Auloniatie  derlaMsifiration  of 
til  irty  •year-old  material  originated 
after  June  1, 1972. 

All  information  and  material  classi¬ 
fied  after  June  1,  1972,  whether  or  not 
declassification  has  been  requested,  be¬ 
comes  automatically  declassified  at  the 
end  of  thirty  full  calendar  years  after 
the  date  of  its  original  classification  ex¬ 
cept  for  such  specifically  identified  in¬ 
formation  or  material  which  the  Secre¬ 
tary  of  the  Treasury  personally  deter¬ 
mines  in  writing  at  that  time  to  require 
continued  protection  against  unauthor¬ 
ized  disclosure  because  such  continued 
protection  is  essential  to  the  national  se¬ 
curity  or  disclosure  would  place  a  person 
in  immediate  jeopardy.  In  such  case,  the 
Secretary  of  the  Treasury  shall  also  spec¬ 
ify  the  period  of  continued  classifica¬ 
tion. 

§  2.39  Syslemnlic  review  of  tliirly-year- 
old  material  originated  before  June 
1, 1972. 

All  information  and  material  classi¬ 
fied  before  Jime  1,  1972,  and  more  than 
thirty  years  old  is  to  be  systematically 
reviewed  for  declassification  by  the  Ar¬ 
chivist  of  the  United  States  by  the  end 
of  the  thirtieth  full  calendar  year  follow¬ 
ing  the  year  in  which  it  was  originated. 
The  Assistant  Secretary  for  Administra¬ 


tion  is  authorized  to  assign  personnel  to 
assist  the  Achivlst  of  the  United  States 
in  the  exercise  of  this  review  responsi¬ 
bility  with  respect  to  classified  material 
originating  within  the  Department  of  the 
Treasury.  Such  personnel  shall;  (a)  pro¬ 
vide  guidance  and  assistance  to  archival 
employees  in  identifying  and  separating 
those  materials  originated  in  the  De¬ 
partment  which  are  deemed  to  require 
continued  classification:  and  (b)  develop 
a  list  for  submission  to  the  Secretary  of 
the  Treasury,  with  recommendations 
concerning  continued  classification.  The 
Secretary  of  the  Treasury  will  then  de¬ 
termine  which  of  the  materials  listed  re¬ 
quire  continued  protection  because  such 
continued  protection  is  essential  to  the 
national  security  or  disclosure  would 
place  a  person  in  immediate  jeopardy. 
The  Secretary  of  the  Treasury  will  pro¬ 
vide  the  Archivist  with  a  list  which  iden¬ 
tifies  the  doemnents  deemed  to  require 
continued  classification,  indicates  the 
reason  for  continued  classification  and 
specifies  the  date  on  which  such  material 
shall  be  declassified. 

§  2.40  Mandatory  review  of  material 
over  Uiirty  years  old. 

(a)  Action  upon  receipt  of  request.  The 
Assistant  Secretary  for  Administration 
shall  immediately  forward  the  request 
for  review  of  records  more  than  thirty 
years  old  to  an  appropriate  office  of  the 
Department  of  the  Treasury  and  shall 
acknowledge  receipt  of  the  request  to 
the  requester  in  writing. 

(b)  Determination  by  the  Secretary. 
That  office  shall  review  the  request  and 
within  twenty-one  days  forward  to  the 
Secretary  of  the  Treasury  through  the 
Assistant  Secretary  for  Administration 
a  recommendation  whether  continued 
classification  is  required  under  the 
criteria  of  §§  2.38-2.39.  The  Secretary 
shall  make  a  determination  based  on 
that  recommendation. 

(c)  Right  of  appeal  to  the  Interagency 
Classification  Review  Committee.  If  the 
Secretary  of  the  Treasury  determines 
that  continued  classification  is  required, 
the  Assistant  Secretary  for  Administra¬ 
tion  shall  promptly  notify  the  requester 
that  he  may  appeal  that  denial  to  the 
Interagency  Classification  Review  Com¬ 
mittee,  and,  whenever  possible,  shall  fur¬ 
nish  the  requester  with  a  brief  state¬ 
ment  why  continued  classification  is  re¬ 
quired. 

§  2.41  Deparlmenlal  Committee  on  Na¬ 
tional  Seeurity  Information. 

A  Departmental  Committee  on  Na¬ 
tional  Security  Information  is  established 
which  shall  be  composed  of  the  Assistant 
Secretary  for  Administration,  as  chair¬ 
man,  the  General  Coimsel  and  the  Spe¬ 
cial  Assistant  to  the  Secretary  (National 
Security),  as  members.  The  functions 
of  the  Departmental  Committee  shall 
include  the  following: 

(a)  Review  of  and  action  upon  appli¬ 
cations  and  appeals  regarding  requests 
for  declassification,  as  provided  in  §  2.36. 

(b)  Review,  upon  request,  of  all  deci¬ 
sions  denying  Treasury  Department  in¬ 


formation  and  material  on  the  ground 
of  exemption  under  5  U.S.C.  552(b)(1) 
except  decisions  of  the  Secretary  of  the 
Treasury  continuing  the  classification  of 
material  over  thirty  years  old  under  Part 
in  D  of  the  Directive  and  §  2.40. 

(c)  Action  upon  complaints  in  the  ad¬ 
ministration  of  the  Executive  Order  and 
Directive  and  these  regulations. 

(d)  Establish  the  policy  of  the  De¬ 
partment  with  respect  to  the  enforce¬ 
ment  of  the  Executive  Order  and  Direc¬ 
tive  and  these  regulations. 

§  2.42  Burden  of  proof. 

For  purposes  of  administrative  deter¬ 
minations  under  §§  2.36  and  2.40,  the 
burden  of  proof  is  on  the  originating 
office  in  the  Office  of  the  Secretary  or 
the  bureau  to  show  that  continued  clas¬ 
sification  is  warranted  within  the  terms 
of  the  Executive  Order  and  Directive, 

§  2.43  Notiliralion  of  change  in  clas.si- 
ficalion  or  of  declassification. 

When  classified  information  or  mate¬ 
rial  is  downgraded  or  declassified  in  a 
manner  other  than  originally  specified, 
whether  scheduled  or  exempt^,  or  is  up¬ 
graded,  or  is  subject  to  a  change  tn  ex¬ 
emption  status,  the  classifier  or  the  cus¬ 
todian  of  the  records  shall,  to  the  extent 
practicable,  promptly  notify  all  ad¬ 
dressees  to  whom  the  information  or  ma¬ 
terial  was  originally  officially  trans¬ 
mitted.  The  recipients  of  this  notifica¬ 
tion  shall  notify  addressees  to  whom  in 
turn  they  have  transmitted  the  classified 
information  or  material. 

§§  2.44-2.49— [Reserved] 

Subpart  E — Access 
§  2.30  General. 

Access  to  classified  information  shall 
be  granted  only  in  accordance  with  the 
regulations  provided  in  Part  VTA  of  the 
Directive  as  supplemented  by  the  regu¬ 
lations  of  this  part.  No  individual  shall 
be  entitled  to  receive  or  handle  classified 
information  or  material  solely  because 
of  his  official  position  or  because  he  has 
a  valid  secimity  clearance.  He  must  have 
in  addition  the  need  for  access  to  the 
particular  classified  information  or  ma¬ 
terial  sought  in  connection  with  the  per¬ 
formance  of  his  official  duties  or  con¬ 
tractual  obligations.  The  determination 
of  the  need  shall  be  made  by  the  official 
having  the  responsibility  for  the  safe¬ 
guarding  of  the  classified  information 
or  material. 

§  2.51  Access  by  historical  researchers. 

(a)  Requirements  for  grant  of  access. 
Persons  outside  the  executive  branch 
engaged  in  historical  research  projects 
desiring  to  request  access  to  classified 
information  or  material  imder  the  con¬ 
trol  of  the  Department  shall  apply  in 
writing  to  the  Office  of  the  Assistant 
Secretary  for  Administration,  Depart¬ 
ment  of  the  Treasury,  Washington,  D.C. 
The  request  for  access  may  be  granted 
provided  that  the  Secretary  of  the  Treas- 
luy  determines  that; 

(1)  Access  is  clearly  consistent  with 
the  interests  of  national  security. 
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(2)  The  information  or  material  re¬ 
quested  is  reasonably  accessible  and  can 
be  located  and  compiled  with  a  reason¬ 
able  amount  of  effort. 

(3)  The  historical  researcher  agrees 
to  safeguard  the  information  or  material 
in  a  manner  consistent  with  the  Execu¬ 
tive  Order  and  Directive. 

(4>  The  historical  researcher  agrees 
to  authorize  a  review  of  his  notes  and 
manuscript  for  the  sole  purpose  of  deter¬ 
mining  that  no  classified  information  or 
material  is  contained  therein. 

<  b)  Period  of  access  authorization.  An 
authorization  for  access  shall  be  valid 
for  the  period  required  but  no  longer 
than  two  years  from  the  date  of  issu¬ 
ance  unless  reviewed  by  the  Secretary 
of  the  Treasury  upon  written  applica¬ 
tion  to  the  Office  of  the  Assistant  l^re- 
tary  for  Administration,  Department  of 
the  Treasury,  Washington,  D.C. 

§  2.52  Access  by  rertain  officials  and 
employees  of  Federal  Reserve  Banks. 

(a)  Requirements  for  grant  of  access. 
Officials  and  employees  of  Federal  re¬ 
serve  banks,  which  are  authorized  to 
serve  as  fiscal  agents  of  the  United 
States  and  perform  fimctions  related  to 
the  issuance  and  redemption  of  United 
States  securities,  may  be  granted  access 
to  classified  national  security  informa¬ 
tion  or  material  by  the  Under  Secretary 
for  Monetary  Affairs,  or  his  designee, 
when:  (1)  the  information  is  classified 
by  a  Treasury  officials  or  consent  for 
dissemination  to  the  Federal  Reserve 
bank  has  been  obtained  frwn  the  origi¬ 
nating  department,  under  §  2.54;  (2)  the 
Federal  Reserve  bank  officials  or  em¬ 
ployees  need  to  have  knowledge  of  such 
information  or  material  in  connection 
with  activities  approved  by  the  Under 
Secretary  for  Monetary  Affairs,  or  his 
designee,  as  being  in  the  interests  of  the 
United  States:  and  (3)  the  Federal  Re¬ 
serve  bank  officials  and  employees  are 
cleared  by  the  Department  of  the  Treas¬ 
ury  imder  the  procedures  and  standards 
applicable  to  Treasury  officials  and 
employees. 

(b)  Adjustment  or  withdrawal  of  se¬ 
curity  clearance.  The  Under  Secretary 
for  Monetary  Affairs,  or  his  designee, 
shall  also  be  responsible  for  adjusting  or 
withdrawing  the  security  clearance  of 
any  Federal  Reserve  bank  official  or  em¬ 
ployee  who  no  longer  needs  access  to 
classified  national  security  information 
or  material  at  a  particular  level  in  con¬ 
nection  with  the  official  performance  of 
duties. 

§  2. .53  Across  by  former  Presidonliul 
appointees. 

(&)  Persons  who  previously  occupied 
policy-making  positions  to  which  they 
were  appointed  by  the  President  may  be 
authorized  access  to  classified  informa¬ 
tion  or  material  which  they  originated, 
reviewed,  signed  or  received  while  in  pub¬ 
lic  office,  provided  that  the  Secretary  of 
the  Treasury  determines  that:  (1)  access 
is  clearly  consistent  with  the  interests 
of  national  security;  and  (2)  the  Presi¬ 
dential  appointee  agrees  to  safeguard  the 
information  or  material  in  a  manner  con¬ 


sistent  with  the  Executive  Order  and 
Directive. 

(b)  Upon  request  of  any  such  former 
official,  such  information  or  material  as 
he  may  identify  shall  be  reviewed  for 
declassification  in  accordance  with  the 
provisions  of  Subpart  D.  The  former 
Presidential  appointees  referred  to  herein 
do  not  include  the  White  House  staff,  or 
members  of  special  Presidential  commit¬ 
tees  or  commissions. 

§  2.54  Dissemination  by  tbe  Department 
of  elassified  information  or  material 
originated  by  another  department. 

Classified  information  or  material 
originating  in  another  department  and 
made  available  to  the  Department  of  the 
Treasury  shall  not  be  disseminated  out¬ 
side  the  Department  without  the  consent 
of  the  originating  department. 

§§  2.5.5—2.59 — [Rese>r>’ed] 

Subpart  F — ^Accountability 
§  2.60  Top  .'secret  Control  Officers. 

Each  Treasury  bureau  and  the  Office 
of  the  Secretary  shall  designate  a  Top 
Secret  Control  Officer.  Top  Secret  Con¬ 
trol  Officers  so  designated  shall  receive, 
maintain  current  accountability  records 
of,  and  dispatch  Top  Secret  material,  and 
shall  also  conduct  an  annual  physical  in¬ 
ventory  of  all  Top  Secret  material.  Top 
Secret  Control  Officers  shall  conduct  the 
required  physical  inventory  in  the  pres¬ 
ence  of  a  disinterested  individual  and 
shall  complete  the  same  by  the  first  day 
of  May.  Any  Top  Secret  document  un¬ 
accounted  for  must  be  reported  to  the 
Assistant  Secretary  for  Administration. 
Top  Secret  Control  Officers  shall  conduct 
periodic  reviews  of  Top  Secret  documents 
within  their  control  to  insure  that  those 
Top  Secret  documents  subject  to  the  Gen¬ 
eral  Declassification  Schedule  are  down¬ 
graded  or  declassified  as  required. 

§  2.61  Control  of  Top  Secret  Material. 

(a)  A  Treasury  Department  Form  4031 
(Top  Secret  Document  Record)  shall  be 
attached  to  the  first  page  or  cover  of  the 
original  and  each  copy  of  Top  Secret 
material.  The  Top  Secret  Document  Rec¬ 
ord  shall  be  completed  by  the  Top  Secret 
Control  Officer,  and  shall  identify  the 
Top  Secret  material  attached,  and  shall 
serve  as  a  permanent  record  of  the  ma¬ 
terial.  All  persons,  including  stenographic 
and  clerical  personnel,  having  access  to 
the  material  attached  to  the  Top  Secret 
Document  Record  must  sign  and  date 
the  Treasury  Form  4031  prior  to  accept¬ 
ing  responsibility  for  its  custody.  The 
Treasury  Form  4031  shall  indicate  those 
individuals  to  whom  only  oral  disclosure 
is  made.  The  Top  Secret  Document  Rec¬ 
ord  shall  remain  attached  to  the  Top 
Secret  material  until  it  is  either  trans¬ 
ferred  to  another  U.S.  Government 
agency,  downgraded,  declassified  or  de¬ 
stroyed.  Whenever  any  one  of  these  ac¬ 
tions  is  taken,  the  T(h>  Secret  Control 
Officer  shall  record  the  action  on  the  Top 
Secret  Document  Record  and  retain  it 
for  a  period  of  three  years  at  which  time 
it  may  be  destroyed. 


(b)  Top  Secret  documents  shall  be 
sequentially  numbered  in  a  calendar  year 
series  by  Top  Secret  Control  Officers  as 
received,  by  them,  and  the  number  shall 
be  posted  to  the  Top  Secret  document. 
Treasury  Form  4031  and  Treasury  Form 
2747  Revised  (Classified  Document  Ac¬ 
countability  Record) . 

(c)  Top  Secret  Control  Officers  shall 
maintain  current  records  of  persons 
within  their  respective  office  or  bureau 
who  are  cleared  for  access  to  Top  Secret 
information  or  material. 

§  2.62  .Arrounlabilily  of  classified  ma¬ 
terial. 

Treasury  Department  Form  2747  Re¬ 
vised  (Classified  Document  Account¬ 
ability  Record)  shall  be  the  exclusive 
classified  document  accountability  record 
for  use  within  the  Department  of  the 
Treasury.  No  other  logs  or  records  shall 
be  required  except  for  the  use  of  Treas- 
urj'  Form  4031  for  Top  Secret  material. 
Form  2747  shall  be  used  for  single  or 
multiple  dcKument  receipting,  internal 
and  external  routing,  and  as  a  certifi¬ 
cate  of  destruction.  The  inclusion  of 
classified  information  on  Form  2747  is 
prohibited.  In  the  event  the  subject  title 
is  classified,  a  recognizable  short  title 
shall  be  used,  e.g.,  first  letter  of  each 
letter  word  in  the  subject  title.  Several 
items  may  be  transmitted  to  the  same 
addressee  under  the  cover  of  one  Form 
2747.  When  the  original  and/or  copies 
of  the  document  are  destroyed,  the  de¬ 
struction  certificate  section  of  the  form 
shall  be  completed  to  include  the  date 
and  method  of  destruction  and  signed  by 
the  individuals  accomplishing  the  de¬ 
struction.  Form  2747  may  be  destroyed 
three  years  after  the  date  of  the  final 
disposition  of  the  document. 

(a)  Top  Secret  material.  Top  Secret 
material  shall  be  subject  to  a  continuous 
receipt  system  regardless  of  how  brief 
the  period  of  cust<xiy.  Treasury  Form 
2747  shall  be  used  for  this  purpose.  Top 
Secret  accountability  records  shall  be 
maintained  by  Top  Secret  Control  Offi¬ 
cers  separately  from  the  accountability 
records  of  other  classified  material. 

(b)  Secret  material.  Receipt  on  Treas¬ 
ury  Form  2747  shall  be  required  for 
transmission  of  Secret  material  between 
bureaus,  offices  and  saparate  agencies. 
Responsible  officials  shall  determine  ad¬ 
ministrative  procedures  required  for  the 
internal  control  within  the  respective 
offices  or  bureaus.  The  volume  of  clas¬ 
sified  material  handled  and  personnel 
resources  available  must  be  considered  in 
determining  the  practical  balance  be¬ 
tween  security  measures  imposed  and 
the  attainment  of  operating  efficiency. 

(c)  Confidential  material.  Receipts 
for  Confidential  material  shall  not  be 
required  unless  the  originator  clearly 
indicates  that  receipting  is  necessary. 

§  2.63  Re)«tramt  on  reprodurtion. 

Documents  or  portions  of  documents 
containing  Top  Secret  Information  shall 
not  be  reproduced  without  the  consent  of 
the  originating  office  and  any  reproduc¬ 
tion  so  authorized  must  be  appropriately 
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controlled.  The  authority  for  reproduc¬ 
tion  shall  be  noted  on  the  copy  from 
which  the  reproduction  is  made.  The  of¬ 
fice  reproducing  Top  Secret  material 
shall  place  this  material  under  Top  Secret 
control  and  shall  maintain  appropriate 
records  to  refiect  the  number  of  copies 
reproduced  and  shall  observe  all  other 
requirments  concerning  the  control  of 
distribution  of  such  copies.  The  repro¬ 
duction  of  Secret  material  shall  be  placed 
under  the  same  control  as  the  parent 
document.  Confidential  documents  may 
be  reproduced  without  permission  of  the 
originating  official,  office  or  department. 
However,  all  classified  material  shall  be 
reproduced  sparingly  and  any  staged  pro¬ 
hibition  against  reproduction  shall  be 
strictly  adhered  to.  The  number  of  copies 
of  documents  containing  classified  in¬ 
formation  shall  be  kept  to  the  absolute 
minimum  required  to  meet  operational 
needs  in  order  to  decrease  the  risk  of 
compromise,  administrative  burden  and 
to  reduce  storage  costs. 

§  2.64  Data  Index  System. 

A  Data  Index  System  for  documents 
originally  classified  within  the  Depart¬ 
ment  of  the  Treasury  shall  be  established 
in  accordance  with  the  Executive  Order 
and  Directive  as  Implemented  by  the  De¬ 
partment  of  the  Treasury  Administra¬ 
tive  Circular  No.  236. 

§§  2.65-2.69  [ Resell od] 

Subpart  G — Safekeeping  and  Storage 
§  2.70  General  policy. 

Classified  information  or  material  may 
be  used,  held  or  stored  only  where  there 
are  facilities  or  imder  conditions  ade¬ 
quate  to  prevent  unauthorized  persons 
from  gaining  access  to  it. 

§  2.71  Standards  for  storage  equipment. 

The  General  Services  Administratlcm 
establishes  and  publishes  imiform  stand¬ 
ards,  specifications,  and  supply  schedules 
for  ccmtainers,  vault  doors,  alarm  sys¬ 
tems,  and  associated  security  devices 
suitable  for  the  storage  and  protection  of 
classified  informaticm  throughout  the 
Government.  Storage  equipment  used  for 
the  protectiwi  of  classified  Infonnaticai 
and  material  within  the  Department 
shall  meet  or  exceed  these  standards. 

§  2.72  Storage  of  rla^sified  material. 

Whenever  classified  material  is  not 
under  the  personal  control  and  observa¬ 
tion  of  an  authorized  perswi,  it  will  be 
guarded  or  stored  in  a  locked  security 
container  as  prescribed  below: 

(a)  Top  Secret.  Top  Secret  informa¬ 
tion  and  material  shall  be  stored  in  a  safe 
or  safe-type  steel  file  container  having  a 
built-in  three-position  dial-type  com¬ 
bination  lock,  or  in  a  vault,  vault-type 
room,  or  other  storage  facility  which 
meets  the  standards  for  T(^  Secret  es¬ 
tablished  imder  §  2.71. 

(b)  Secret  and  Confidential.  Secret 
and  Confidential  material  may  be  stored 
in  a  manner  authorized  for  Tbp  Secret 
information  and  material,  or  in  a  con¬ 
tainer,  or  vault  which  meets  the  stand¬ 
ards  for  Secret  or  Confidential,  as  the 


case  may  be,  established  under  S  2.71  and 
Appendix  A  of  the  Directive. 

§  2.73  Security  storage  equipment. 

(a)  Combinations.  Combinations  to 
security  equipment  and  devices  shall  be 
changed  only  by  persons  having  appro¬ 
priate  security  clearance,  and  shall  be 
changed  whenever  such  equipment  is 
placed  in  use,  whenever  a  person  knowing 
the  combination  is  transferred  frwn  the 
office  to  which  the  equipment  is  assigned, 
whenever  a  combination  has  been  sub¬ 
jected  to  possible  compromise,  and  at 
least  once  every  year.  Knowledge  of 
combinations  shall  be  limited  to  the  mini¬ 
mum  number  of  persons  necessary  for 
operating  purposes.  Records  of  combina¬ 
tions  shall  be  classified  no  lower  than  the 
highest  category  of  classified  information 
or  material  authorized  for  storage  in  the 
security  equipment  concerned. 

(b)  Safe  Combination  Records.  Com¬ 
binations  to  equipment  containing  clas¬ 
sified  information  and  material  shall  be 
recorded  on  Treasury  Form  No.  4032 
(Security  Container  Informatiim) .  Such 
forms  shall  be  completed  in  their  en¬ 
tirety.  Part  1  of  the  Form  shall  be  posted 
on  the  interior  of  the  t<^  or  locking 
drawer  of  the  safekeeping  equipment 
concerned.  The  names,  addresses  and 
home  telephone  numbers  of  personnel 
responsible  for  the  CMnbinatiwi  and  the 
classified  information  and  material 
stored  therein  must  be  posted  on  part  1 
of  the  Form.  Part  II  shall  be  prc^rly 
completed,  inserted  in  the  envelope  (part 
III)  provided  and  forwarded  to  the  desig¬ 
nated  central  repository  for  safe  com¬ 
binations.  Parts  n  and  m  shall  show  the 
appropriate  classification  marking. 

(c)  Safe  or  Cabinet  Security  Record. 
Each  piece  of  equipment  used  for  the 
storage  of  classified  material  will  have 
attached  conspicuously  to  the  outside  a 
General  Services  Administration  Op¬ 
timal  Form  62  (Safe  or  Cabinet  Security 
Record)  on  which  an  authorized  person 
will  record  the  time  and  date  each  time 
he  unlocks  or  locks  the  security  equip¬ 
ment,  followed  by  his  initials.  In  addi¬ 
tion,  at  the  close  of  each  working  day  or 
when  a  security  container  is  locked  at 
times  other  than  normal  duty  hours,  the 
person  locking  the  security  container 
will  be  required  to  check  it  to  insure  that 
it  is  locked,  and  will  record  the  time  and 
date  he  checked  the  security  container 
followed  by  his  initials.  The  checking 
procedure  stated  above  applies  for  each 
normal  working  day  regardless  of 
whether  or  not  the  security  container 
was  opened  on  that  particular  day.  A 
security  container  will  not  be  left  un¬ 
attended  until  it  has  been  locked  by  an 
authorized  person  and  checked  by  a  sec¬ 
ond  person.  Additional  safe  security 
requirements  are: 

(1)  Reversible  “OPEN-CTLOSED”  signs 
which  are  available  through  normal 
supply  channels,  shall  be  used  as  addi¬ 
tional  reminders  on  each  security  con¬ 
tainer  containing  classified  information. 

(2)  The  tops  of  security  cmtalners 
shall  be  kept  free  of  all  extraneous 
matter. 


§  2.74  Oassified  document  cover  sheets. 

In  order  to  alert  personnel  to  the  fact 
that  a  document  or  folder  is  classified 
and  to  protect  it  from  unauthorized 
scrutiny,  cover  sheets,  available  through 
normal  supply  channels,  will  be  used  to 
cover  classified  documents  when  in  use. 
Classified  document  cover  sheets  will  be 
removed  before  classified  material  is 
filed.  Classified  document  cover  sheets 
will  be  removed  from  classified  documents 
prior  to  transmission  except  when  the 
transmission  is  made  internally  within  a 
headquarters  by  courier  or  messenger  or 
by  personal  contact. 

§  2.75  Responsibilities  of  custodians. 

Custodians  of  classified  material  shall 
be  responsible  for  providing  protection 
and  accountabUity  for  such  material  at 
all  times  and  particularly  for  locking 
classified  material  in  approved  security 
equipment  whenever  it  is  not  in  use  or 
under  direct  supervision  of  authorized 
persons.  Custodians  shall  follow  proce¬ 
dures  which  Insure  that  unauthorized 
persons  do  not  gain  access  to  classified 
Information  or  material  by  sight  or 
sound,  and  classified  information  shall 
not  be  discussed  with  or  in  the  presence 
of  imauthorized  persons. 

§  2.76  Report  of  loss  or  compromise. 

Any  employee  of  the  Department  of 
the  Treasury  who  has  knowledge  of  the 
loss  or  possible  compromise  of  classified 
Information  or  material  shall  immedi¬ 
ately  report  the  circumstances  to  the 
appropriate  bureau  head  or  his  designee 
who  shall  take  appropriate  action  forth¬ 
with.  In  turn,  the  originating  department 
and  any  other  interested  department 
shall  be  notified  about  such  loss  or  pos¬ 
sible  compromise. 

§  2.77  Inquiry. 

If  the  loss  or  possible  compromise  oc¬ 
curs  in  any  Treasury  bureau,  the  Assist¬ 
ant  Secretary  for  Administration  shall  be 
notified.  He  shall  then  direct  an  immedi¬ 
ate  inquiry  to  be  conducted  for  the  pur¬ 
pose  of  taking  corrective  measures  and 
assessing  damages.  Based  on  the  results 
of  the  inquiry  recommendations  shall  be 
made  to  the  Assistant  Secretary  for  Ad¬ 
ministration  as  to  the  tq^propriate  ad¬ 
ministrative.  disciplinary,  or  legal  action 
to  be  taken. 

§§  2.78-2.79— [Reserved] 

Subpart  H — Transmission 
§  2.80  General  policy. 

Classified  information  or  material 
shall  be  transmitted  between  Treasury 
bureaus  and  buildings  and  outside  the 
Department  only  in  accordance  with  the 
requirements  of  this  subpart.  However, 
within  the  Main  Treasury  Building  and 
within  each  separate  bureau  building, 
such  information  or  material  may  be 
transmitted  between  offices  by  direct 
contact  of  the  officials  concerned  in  a 
single  sealed  opaque  envelope  with  no 
security  classified  category  being  shown 
on  the  outside  of  the  envelope.  Classified 
Information  or  material  shall  never  be 
delivered  to  imoccupied  rooms  or  offices. 
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§  2.81  Preparation. 

Classified  information  and  material 
shall  be  enclosed  In  opaque  inner  and 
outer  covers  before  transmitting.  The 
Inner  cover  shall  be  a  sealed  wrapper  or 
envelope  plainly  marked  with  the  as¬ 
signed  classification  and  address.  The 
outer  cover  shall  be  sealed  and  addressed 
with  no  indication  of  the  classification 
of  its  contents. 

§  2.82  Transmission  of  Top  Secret. 

The  transmission  of  Top  Secret  infor¬ 
mation  and  material  shall  be  effected 
preferably  by  oral  discussion  in  person 
between  the  officials  concerned.  Other¬ 
wise,  the  transmission  of  Top  Secret  in¬ 
formation  and  material  shall  be  by  spe¬ 
cifically  designated  personnel,  by  State 
Department  diplomatic  pouch,  by  a  mes- 
senger-comler  system  especially  created 
for  that  purpose,  over  authorized  com¬ 
munications  circuits  in  encrypted  form 
or  by  other  means  authorized  by  the  Na¬ 
tional  Security  Council. 

§  2.83  Transmission  of  Secret. 

The  transmission  of  Secret  material 
shall  be  effected  in  the  following  manner : 

(a)  The  Fifty  States,  District  of  Co¬ 
lumbia,  Puerto  Rico.  Secret  Information 
and  material  may  be  transmitted  within 
and  between  the  forty-eight  contiguous 
states  and  the  District  of  Columbia,  or 
wholly  within  the  State  of  Hawaii,  the 
State  of  Alaska,  or  the  Commonwealth 
of  Puerto  Rico  by  one  of  the  means  au¬ 
thorized  for  Top  Secret  information  and 
material,  the  United  States  Postal  Serv¬ 
ice  registered  mail  and  protective  serv¬ 
ices  provided  by  the  United  States  air  or 
surface  commercial  carriers. 

(b)  Other  areas,  vessels,  military 
postal  services,  aircraft.  Secret  informa¬ 
tion  and  material  may  be  transmitted 
from  or  to  or  within  areas  other  than 
those  specified  in  paragraph  (a)  of  this 
section,  by  one  of  the  means  established 
for  Top  Secret  information  and  material, 
captains  or  masters  of  vessels  of  United 
States  registry,  under  contract  to  a  de¬ 
partment  of  the  executive  branch.  United 
States  registered  mail  through  Army, 
Navy  or  Air  Force  Postal  Service  facili¬ 
ties  provided  that  material  does  not  at 
any  time  pass  out  of  United  States  citizen 
control  and  does  not  pass  through  a  for¬ 
eign  postal  system,  and  commercial  air¬ 
craft  under  charter  to  the  United  States 
and  military  or  other  Government 
aircraft. 

(c)  Canadian  Government  installa¬ 
tions.  Secret  information  may  be  trans¬ 
mitted  between  United  States  Govern¬ 
ment  or  Canadian  Government  installa¬ 
tions,  or  both,  in  the  forty-eight 
contiguous  states,  Alaska,  the  District  of 
Columbia,  and  Canada  by  United  States 
and  Canadian  registered  mail  with  regis¬ 
tered  mail  receipt. 

(d)  Special  cases.  The  use  of  the 
United  States  Postal  Service  registered 
mail  outside  the  forty-eight  contiguous 
states,  the  District  of  Columbia,  the 
State  of  Hawaii,  the  State  of  Alaska,  and 
the  Commonwealth  of  Puerto  Rico  Is 
authorized  If  warranted  by  security  con¬ 


ditions  and  essential  operational  require¬ 
ments,  provided  that  the  material  does 
not  at  any  time  pass  out  of  United  States 
Government  and  United  States  citizen 
control  and  does  not  pass  through  a  for¬ 
eign  postal  system. 

§  2.84  Transmission  of  Confidential. 

Confidential  information  and  material 
shall  be  transmitted  within  the  forty- 
eight  contiguous  states  and  the  District 
of  Columbia,  or  wholly  within  Alaska, 
Hawaii,  the  Commonwealth  of  Puerto 
Rico,  or  a  United  States  possession,  by 
one  of  the  means  established  for  higher 
classifications,  or  by  certified  or  first- 
class  mail.  Outside  these  areas,  Confi¬ 
dential  information  and  material  shall 
be  transmitted  In  the  same  manner  as 
authorized  for  higher  classifications. 

§  2.85  Transmission  by  personnel  in 
travel  status. 

(a)  General  provisions.  Personnel  in 
travel  status  shall  physically  transport 
classified  material  across  international 
boundaries  only  in  exceptional  circum¬ 
stances.  In  each  instance,  a  determina¬ 
tion  shall  be  made  on  a  case  by  case 
basis,  by  a  respcmsible  official  that  it  is 
necessary  for  the  appropriately  cleared 
traveler  physically  to  transmit  classified 
material.  Whenever  possible,  and  when 
time  permits,  classified  material  shall  be 
transmitted  by  other  authorized  means 
to  the  location  being  visited.  The  physi¬ 
cal  transtx>rtation  of  classified  material 
on  non-U  .8.  flag  aircraft  shall  be 
avoided. 

(b)  Specific  safeguards.  If  it  be  deter¬ 
mined  that  the  transportation  of  classi¬ 
fied  material  by  an  individual  in  travel 
status  is  in  the  best  interest  of  the  U.S. 
Government,  the  following  specific  safe¬ 
guards  will  be  provided  for: 

(1)  Classified  material  shall  be  in  the 
physical  possession  of  the  individual 
with  adequate  safeguards  at  all  times  if 
proper  storage  at  a  U.S.  Government 
facility  is  not  available.  Under  no  cir¬ 
cumstances,  shall  classified  material  be 
stored  in  hotel  safes  or  rooms,  locked 
automobiles,  private  residences,  train 
compartments,  or  any  vehicular  detach¬ 
able  storage  compartments. 

(2)  An  inventory  of  all  classified  ma¬ 
terial  shall  be  made  prior  to  departure 
and  a  copy  of  same  shall  be  retained  by 
his  office  imtil  his  return  at  which  time 
all  classified  material  shall  be  accounted 
for. 

(3>  Classified  material  shall  not  be 
displayed  or  used  in  any  manner  in  pub¬ 
lic  conveyances  or  rooms. 

(4)  The  individual  shall  have  in  his 
possession  a  written  Department  of  the 
Treasury  authorization  to  transport 
classified  material.  This  courier  authori¬ 
zation,  along  with  official  travel  orders, 
should  in  most  instances  p>ermit  the  in¬ 
dividual  to  pass  through  any  customs 
without  the  need  for  subjecting  the  clas¬ 
sified  material  to  inspection.  If  difficulty 
is  encountered,  the  individual  should 
tactfully  refuse  to  exhibit  or  disclose  the 
classified  material  to  customs  inspection 
and  should  insist  on  the  assistance  of 


the  local  U.S.  diplomatic  representative 
at  the  port  of  entry  or  departure. 

(5)  Upon  completion  of  the  visit,  the 
individual  shall  have  the  material  re¬ 
turned  to  his  office  by  approved  means. 
All  material  taken  for  the  purpose  of  the 
visit  shall  be  accounted  for.  If  any  clas¬ 
sified  items  are  left  with  the  office  being 
visited  for  its  retention  and  use,  the  in¬ 
dividual  shall  obtain  a  receipt. 

§  2.86  Telerommunioations  transmis¬ 
sions. 

Classified  information  shall  not  be 
communicated  by  telecommunication 
transmission,  except  as  may  be  author¬ 
ized  imder  §§  2.82-2.84  with  respect  to 
the  transmission  of  classified  informa¬ 
tion  over  approved  communicatiwis  cir¬ 
cuits  or  syst^s. 

§§  2.87-2.89— [Reserved] 

Subpart  I — Destruction  of  Classified 
Information  and  Material 

§  2.90  Methods  of  destruction. 

When  information  or  material  classi¬ 
fied  under  the  authority  of  Executive 
Order  11652  is  to  be  destroyed,  destruc¬ 
tion  shall  be  by  burning,  mulching,  or 
shredding  in  the  presence  of  an  individ¬ 
ual  or  individuals  specifically  designated 
by  the  appropriate  bureau  head. 

§  2.91  Approval  of  use  of  mulching  and 
shrc<lding  machines. 

Prior  to  a  bureau  obtaining  a  mulching 
or  shredding  machine,  the  Office  of  Ad¬ 
ministrative  Programs,  Assistant  Direc¬ 
tor  (Physical  Security)  shall  approve  the 
use  of  such  a  machine. 

§  2.92  Destruction  by  burning. 

Any  classified  information  or  material 
to  be  destroyed  by  burning  shall  be  tom 
and  placed  in  containers  designated  as 
bumbags  and  shall  be  clearly  and  dis¬ 
tinctly  labeled  “Bum.”  Biumbags  await¬ 
ing  destruction  shall  be  protected  by  se¬ 
curity  safeguards  commensurate  with 
the  classification  or  control  designation 
of  the  material  involved. 

§  2.93  Records  of  destruction. 

Each  biu-eau  head  shall  cause  appro¬ 
priate  accountability  records  to  be  main¬ 
tained  for  his  bmeau  to  reflect  the  de¬ 
struction  of  classified  national  security 
information  or  material. 

§  2.94  Destruction  of  nonrecord  mate¬ 
rial. 

Nonrecord  classified  material  such  as 
extra  copies  and  duplicates,  including 
shorthand  notes,  preliminary  drafts, 
used  carbon  paper  and  other  material  of 
similar  temporary  nature,  shall  also  be 
destroyed  by  burning,  mulching,*  or 
shredding  as  soon  as  it  has  served  its 
purpose,  but  no  records  of  such  destruc¬ 
tion  need  be  maintained. 

§§  2.95-2.99 — [Reserved] 

Subpart  J — ^Training  and  Orientation 
§2.100  Briefing  of  employees. 

All  new  employees  concerned  with 
classified  information  and  material  shall 
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be  afforded  a  security  briefing  regarding 
the  Executive  Order  and  Directive.  Those 
new  employees  concerned  with  classified 
information  or  material  pertaining  to  in¬ 
telligence  sources,  methods,  operations, 
or  plans  shall  be  required  to  read  and 
sign  a  Security  Agreement.  All  new  em¬ 
ployees  afforded  a  secimity  briefing  shall 
be  provided  with  copies  of  applicable 
laws  and  pertinent  security  regulations 
setting  forth  the  procedures  for  the  pro¬ 
tection  and  disclosure  of  classified  in¬ 
formation  and  material.  All  employees 
concerned  with  classified  information 
and  material  shall  receive  periodic  reor¬ 
ientation  briefings  during  their  employ¬ 
ment  which  are  designed  to  impress  upon 
them  their  responsibility  for  exercising 
care  and  vigilance  in  complying  with  the 
provisions  of  the  Executive  Order  and 
implementing  regulations. 

§  2.101  Debriefing  of  employees. 

Any  personnel  possessing  a  security 
clearance,  at  all  levels  of  employment 
and  without  exception,  when  terminating 
employment  or  contemplating  temporary 
separation  for  a  sixty-day  period  or 
more,  shall  be  debriefed  concerning  their 
continued  responsibility  to  safeguard 
classified  information  and  material,  and 
reminded  of  the  provisions  of  the  Crim¬ 
inal  Code  and  other  applicable  provisions 
of  law  relating  to  penalties  for  unauthor¬ 
ized  disclosure. 

§  2.102  Doparliiieiilal  adminisiralioii. 

The  OflBce  of  Administrative  Pro¬ 
grams,  Assistant  Director  (Physical  Se¬ 
curity)  ,  under  the  direction  of  the  Assist¬ 
ant  Secretary  for  Administration,  shall 
establish,  coordinate  and  maintain  ac¬ 
tive  training,  orientation  and  inspection 
programs  for  employees  concerned  with 
classified  information  or  material  to  as¬ 
sure  that  the  provisions  of  the  Executive 
Order  and  Directive  are  effectively  ad¬ 
ministered  throughout  the  Department 
of  the  Treasury. 

§  2.103  Bureau  administration. 

Each  bureau  head  shall  designate  an 
official  to  coordinate  and  supervise  the 
activities  applicable  to  his  bureau  to 
maintain  the  programs  of  training,  ori¬ 
entation.  and  inspection  established  by 
the  Office  of  Administrative  Programs, 
Assistant  Director  (Physical  Security) 
and  to  carry  out  related  activities  of  sec¬ 
tion  7(B)  (3)  of  the  Executive  Order. 

§§  2.104-2.109— [Besorved] 

Subpart  K — Administrative  and  Judicial 
Action 

§  2.110  Enfurmiu'iil  policy. 

The  Departmental  Committee  on  Na¬ 
tional  Security  Information  shall  have 
the  responsibility  for  establishing  the  De¬ 
partment’s  policy  with  respect  to  the  en¬ 
forcement  of  the  Executive  Order  and 
Directive  and  these  regulations. 

§2.111  Applicability. 

(a)  Any  individual,  at  any  level  of 
employment,  deterndned  to  have  been 


responsible  for  any  imauthorized  release 
or  disclosure  of  national  security  infor¬ 
mation  or  material  shall  be  notified  that 
his  action  is  in  violation  of  the  Execu¬ 
tive  Order,  the  implementing  National 
Security  Council  Directive,  or  these  regu¬ 
lations.  In  addition,  he  shall  be  subject 
to  prompt  and  stringent  action  includ¬ 
ing,  as  appropriate  in  the  particular  case, 
a  warning  notice,  formal  reprimand,  sus¬ 
pension  without  pay,  or  dismissal,  in  ac¬ 
cordance  with  applicable  personnel  rules, 
regulations  and  procedures.  Where  a 
violation  of  criminal  statutes  may  be  in¬ 
volved.  any  such  case  shall  be  promptly 
referred  to  the  Department  of  Justice. 

(b)  Repeated  abuse  of  the  classifica¬ 
tion  process,  either  by  unnecessary  or 
over-classification,  or  repeated  failure, 
neglect  or  disregard  of  established  re¬ 
quirements  for  safeguarding  classified 
information  or  material  by  any  ofiBcer 
or  employee  shall  be  groimds  for  appro¬ 
priate  adverse  or  disciplinary  action. 
Such  action  may  include  a  warning  no¬ 
tice,  formal  administrative  reprimand, 
suspension  without  pay,  or  dismissal,  as 
appropriate  in  the  particular  case,  in 
accordance  with  applicable  personnel 
rules,  regulations  and  procedures. 

§2.112  Diiiriplinary  action. 

After  an  affirmative  adjudication  of  a 
security  violation  and  as  the  occasion 
demands,  reports  of  accountable  security 
violations  may  be  placed  in  the  em¬ 
ployee’s  official  personnel  folder  and  se¬ 
curity  file.  The  security  official  of  the 
bureau  or  office  concerned  shall  recom¬ 
mend  to  the  respective  management  of¬ 
ficial  or  bureau  head  that  disciplinary 
action  be  taken  when  such  action  is  in¬ 
dicated.  However,  should  circumstances 
warrant,  the  Department  may  take  ac¬ 
tion  imder  provisions  of  these  regula¬ 
tions,  of  Executive  Order  11652,  any  im¬ 
plementing  National  Security  Council 
Directives,  and  Executive  Order  10450,  or 
any  superseding  applicable  Executive 
Order. 

Effective  date:  July  1,  1973. 

Dated:  July  9, 1973. 

[seal!  George  P.  Shultz, 

Secretary  of  the  Treasury. 

Appendix  A — Department  op  the  Treasury, 
Treasury  Department  Order  No.  160,  Revised 

DELEGATION  OP  AUTHORITY  CONCERNING  IM¬ 
PLEMENTATION  OP  EXECUTIVE  ORDER  11652, 

AS  AMENDED,  AND  THE  NATIONAL  SECURITY 

DIRECTIVE  OP  MAT  17,  1972 

By  virtue  of  the  authority  delegated  to  me 
as  Secretary  of  the  Treasury  by  Executive 
Order  11652,  37  FR  6209,  and  National  Se¬ 
curity  Council  Directive  of  May  17,  1972,  37 
FR  10053  (hereinafter  referred  to  as  the  Exec¬ 
utive  Order  and  Directive),  It  Is  hereby  or¬ 
dered  as  follows: 

Section  1.  Compliance  responsibility.  The 
Assistant  Secretary  for  Administration  Is 
delegated  the  authority  to  Insure  effective 
compliance  with  the  Implementation  of  the 
Executive  Order  and  Directive  and  the  Treas¬ 
ury  regulations  published  thereunder  In 
Part  2  of  Title  31  of  the  Ck>de  of  Federal  Reg¬ 
ulations.  The  Assistant  Secretary  for  Admin¬ 


istration  Is  specifically  delegated  the  author¬ 
ity  to  assign  personnel  to  assist  the  Archi¬ 
vist  of  the  United  States  In  the  exercise  of 
his  responsibility  to  review  systematically  for 
declassification  all  Treasury  Department  ma¬ 
terial  classified  before  June  1,  1972,  and  more 
than  thirty  years  old,  and  to  perform  other 
functions  specified  in  part  II  D  of  the 
Directive. 

Sec.  2.  Authority  to  classify — (a)  Top  Se¬ 
cret.  The  authority  to  classify  information  or 
material  as  Top  Secret,  Secret,  or  Confiden¬ 
tial  within  the  Department  of  the  Treasury 
is  hereby  delegated  to  the  Deputy  Secretary, 
the  Under  Secretary  for  Monetary  Affairs,  the 
Under  Secretary,  the  General  Counsel,  the 
Deputy  Under  ^cretaries,  the  Assistant  Sec¬ 
retaries,  the  Special  Assistant  to  the  Secre¬ 
tary  (National  Security),  the  Special  Assist¬ 
ant  to  the  Secretary  (Public  Affairs),  and 
the  Assistant  to  the  Secretary  for  Legislative 
Affairs. 

(b)  Secret.  The  authority  to  classify  in¬ 
formation  or  material  as  Secret  or  Confiden¬ 
tial  within  the  Department  of  the  Treasury 
Is  hereby  delegated  to  the  heads  of  bureaus. 

(c)  Confidential.  Officials  who  possess  Top 
Secret  or  Secret  classification  authority  are 
hereby  delegated  the  authority  to  designate 
in  writing  by  title  of  position  other  officials 
who  may  exercise  Confidential  classification 
authority  within  the  Department  of  the 
Treasury. 

Sec.  3.  Authority  to  downgrade  and  de¬ 
classify.  The  authority  to  downgrade  and  de¬ 
classify  national  security  information  or  ma¬ 
terial  within  the  Department  of  the  Treas¬ 
ury  shall  be  exercised  by  the  following  offi¬ 
cials: 

(a)  The  official  authorizing  the  original 
classification,  a  successor  in  that  capacity,  or 
a  supervisory  official  of  either, 

(b)  An  official  specifically  authorized  in 
writing  by  an  official  authorized  to  classify 
information  or  material  as  Top  Secret  or 
Secret. 

Sec.  4.  Departmental  Committee  on  Na¬ 
tional  Security  Information.  There  Is  hereby 
established  a  Departmental  Committee  on 
National  Security  Information  which  shall 
be  composed  of  the  Assistant  Secretary  for 
Administration,  as  chairman,  and  the  Gen¬ 
eral  Counsel  and  the  Special  Assistant  to  the 
Secretary  (National  Security),  as  members. 
The  functions  of  the  Departmented  Commit¬ 
tee  shall  Include  the  following: 

(a)  Review  of  and  action  upon  applica¬ 
tions  and  appeals  regarding  request  for  de- 
classification,  as  provided  In  the  Treasury 
regulations,  31  CFR  Part  2,  Implementing  the 
Executive  Order  and  Directive. 

(b)  Review,  upon  request,  of  all  decisions 
denying  Treasury  information  and  material 
on  the  ground  of  exemption  under  6  U.S.C. 
552(b)(1)  except  decisions  of  the  Secretary 
of  the  Treasury  continuing  the  classification 
of  material  over  thirty  years  old  under  Part 
III  D  of  the  Directive  and  the  Treasury 
regulation  thereunder,  31  CFR  2.40. 

(c)  Action  upon  complaints  In  the  admin¬ 
istration  of  the  Executive  Order  and  Directive 
and  the  Treasury  regulations  thereunder. 

(d)  Establish  the  policy  of  the  Department 
with  respect  to  the  enforcement  of  the  Execu¬ 
tive  Order  and  Directive  and  the  Treasury 
regulations  thereunder. 

Sec.  5.  Data  Index  System.  The  Assistant 
Secretary  for  Administration  Is  delegated  the 
authority  to  establish  a  Data  Index  System 
In  accordance  with  Part  VII  of  the  Directive. 
The  Office  of  Administrative  Programs,  As¬ 
sistant  Director  (Physical  Security),  shall 
maintain  the  Departmental  Data  Index  Sys¬ 
tem  control  file  for  all  national  security 
Information  or  material  originally  classified 
within  the  Department. 
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Sec.  6.  Training,  orientation  and  inspec¬ 
tion.  The  Office  of  Administrative  Programs, 
assistant  Director  (Physical  Security),  Is 
hereby  delegated,  subject  to  the  direction  of 
the  Assistant  Secretary  for  Administration, 
the  functions  of  establishing,  coordinating 
and  maintaining  active  training,  orientation 
and  Inspection  programs  for  employees  con- 


RULES  AND  REGULATIONS 

cemed  with  classified  information  or  mate¬ 
rial  to  assure  that  the  provisions  of  the 
Executive  Order  and  Directive  are  effectively 
administered  throughout  the  Department  of 
the  Treasury. 

Sec.  7.  Supersession.  This  Treasury  De¬ 
partment  Order  supersedes  Treasury  Depart¬ 
ment  Order  No.  160,  Revised,  entitled 
“National  Security  Information.”  issued 


under  Executive  Order  11652,  August  3,  1972 
37  FR  20990. 

Effective  date;  July  1, 1973. 

Dated:  July  9, 1973. 

[sealI  George  P.  Schultz, 

Secretary  of  the  Treasury. 

[FR  Doc.73-14505  Filed  7-18-73:8:45  am] 
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